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Motivation for UNICORN 

Challenges for multi-cloud adoption 
security, compliance and software vulnerabilities 

monitoring and management 

resource scaling (elasticity) 

 

Existing multi-cloud solutions (e.g. AWS CloudFormation, 
Oracle Exalogic, CAMF, Juju, ServiceMesh) do not fully  

tackle data protection privacy constraints and restrictions 

manage the entire application lifecycle 

support elasticity techniques comprehensively  
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What UNICORN platform offers? 

UNICORN platform will allow software developers to: 
include privacy-by-design and elasticity-by-design features  

define application characteristics including constraints and policies 

deploy without manually performing resource mappings and bindings  

 

Based upon existing solutions and developments 
CELAR 

PaaSport 

PaaSword 

ARCADIA 

PaaSage 
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High level architecture 



Design, deploy and manage steps 



Development phase 

 User is prompted to select: 
•  OS images public or custom 
•  specific OS libraries with no extra bulks of software 

 Annotation Interpreter and a set of 
libraries  

•  Security Enforcement library,  
•  Data Privacy Restriction library,  
•  Monitoring library and  
•  Elasticity library 

inject the extra functionality in the source 
code 



Service graph generation and deployment 
description 

 The application topology description is a direct graph where: 
•  nodes == services 
•  edges == relationships 
•  node/edges attributes == security enforcement mechanisms, data 
privacy restrictions, monitoring metric collection and elastic scaling  

 Packaging process can be done: 
• locally with desktop version of Eclipse IDE  
• remotely on the cloud with Eclipse Che 

 



Service graph validation, resource 
instantiation and secure booting  

 Smart Orchestrator (Arcadia Orchestrator) will: 
• semantically validate annotated policy rules  
• verify the validity of the hosted images 

 

 Deployment description adherers to the Topology and Orchestration 
Specification for Cloud Applications (TOSCA) 



Multi-Cloud execution environment  

 Processing, storage and communication offerings allocated for 
applications across multiple clouds 



Monitoring and auto-scaling 

 UNICORN monitoring will capitalize on the 
PaaSport EU FP7 project 
 
 UNICORN auto-scaling service is based on the 
elastic control mechanisms developed by CELAR 



Beyond the state of the art 

Cloud application development and management 
design and enforce security, data privacy and elastic scaling 

package cloud applications with OS libraries and deploy on unikernel 
environments 

extensions to Eclipse CAMF  



Beyond the state of the art 

Cloud and resource orchestration over programmable 
infrastructure 

TOSCA extensions to cover UNICORN concepts of security, data 
protection and privacy, monitoring and elasticity by design 

support for unikernels in Smart Orchestrator  

resource identity and validation signing mechanism 



Beyond the state of the art 

Cloud, application and unikernel monitoring 
VM and unikernel monitoring leveraging OSv kernel metrics  

automatic monitoring instantiation and configuration  

secure metric dissemination over a secure channel 

low-cost adaptive monitoring techniques 



Beyond the state of the art 

Cloud security and privacy enforcement, risk and vulnerability 
assessment 

code-annotated mechanisms for implementing the core functionality 
of security and data privacy policy specification and enforcement 

monitoring and vulnerability assessment 



Use cases 

Cloud-Based personal activity tracking for the Internet of 
Things 

SUITE 5 

Encrypted voice communication service over programmable 
infrastructure 

UBITECH 

Prosocial learning digital game 
REDIKOD 

Cyber-Forum cloud platform for startups and SMEs 
CAS/CyberForum IT environment  
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Questions? 

Visit us: 

www.unicorn-project.eu 
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