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Background & Motivation
IoT ecosystems

• Today, IoT ecosystems can encompass thousands of connected IoT devices
≈13 billion IoT devices worldwide in 2022, ≈30 billion predicted for 2030 [1]

≈0.5 devices per m² necessary in smart factories [2]

• Each device may be equipped with sensors and actuators

• All devices of an ecosystem may need to interact in order to achieve common goals

7/5/2022University of Stuttgart 2

[1] Statista GmbH. (2022, May). “Number of Internet of Things (IoT) connected devices worldwide from 2019 to 2030“. 

[2] Telefonaktiebolaget L. M. Ericsson. (2018). “Ericsson Mobility Report June 2018“.
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Background & Motivation

IoT platforms

• To cope with these challenges, IoT platforms [3] have emerged

• Provide tools to ease the management of IoT ecosystems
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Application logic for rule FIRE (simplified)

IF

value of [device 192.168.0.1] > 40

AND

value of [device 192.168.0.2] == “smoke“

THEN

send “activate“             to [device 192.168.0.3]

send “call fire brigade“ to [device 192.168.0.4]

IP addresses or other unique

identifiers refer to exactly one

physical device



Background & Motivation
Shortcomings of static device references

• Users need to select devices for use cases on their own

• What if the device reference changes (e.g. dynamic IP addresses)?

• What if the selected device fails or leaves the ecosystem?

• What if a device joins the ecosystem that is even better suited for the use case?
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Literature review
Shortcomings of existing discovery approaches

• Device discovery approaches allow to autonomously find devices within an IoT ecosystem

• Device and service discovery are well-established fields

→ we reviewed > 30 discovery approaches related to the IoT

• However, they exploit specific characteristics of the

communication infrastructure and the involved devices

→ only applicable to ecosystems supporting these technologies

• IoT platforms intend to be rather universally applicable and 

are not tailored towards individual ecosystems

→ adaption of some approaches would severely limit their applicability
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Our Contribution
Overview

To overcome these issues, we propose…

1. A method allowing IoT platforms to execute pre-defined use cases in IoT ecosystems

• By dynamically discovering and selecting the most suitable devices

• Autonomously and reliably

2. An architecture supporting this method

• Introduces an abstraction layer to decouple IoT platforms from the ecosystems

• Avoids that the IoT platform imposes major constraints on the ecosystem in which it is operated
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Method for autonomous execution of use cases
Overview
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App. logic for rule FIRE

IF

value of [DEV_A] > 40

AND

value of [DEV_B] == “smoke“

THEN

send “activate“ to [DEV_C]

Device Template DT_1

Requirements:

• Located in production hall

• Has temperature sensor
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Method for autonomous execution of use cases
Summary

• Ensures that always the most suitable available devices are utilized by the IoT platform

• Detects changes in the ecosystem and handles them:

• Devices leaving the ecosystem

• New devices joining the ecosystem

• Capability changes of devices
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Supporting Architecture
Overview
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Supporting Architecture
Overview
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Supporting Architecture
Discovery Repositories
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Supporting Architecture
Request-reply interaction
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Supporting Architecture
Request-reply interaction
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• Discovery Repositories (DRs) hide technology-specific aspects from the

IoT platform → flexibility

• Increasing number of devices can be countered by the deployment of additional DRs, 

without adjustments to the IoT platform → scalability

• Device descriptions can be made redundantly available in multiple DRs → availability

• But: The DRs need to be developed first → efforts
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Prototype (Proof of Concept)
Overview

• Integrated the presented method into a IoT platform [5] developed by our department

• Exemplary Discovery Repository, interacting with the IoT platform
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[5] da Silva, A. C. F. et al. (2020). MBP: Not just an IoT platform. In 2020 PerCom. IEEE.
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Summary & Outlook

We propose…

• a method allowing IoT platforms to autonomously and reliably execute pre-defined use

cases within IoT ecosystems by discovering and selecting the most suitable devices

• an architecture supporting this method, introducing Discovery Repositories as additional 

abstraction layer between the IoT platform and the devices to achieve loose coupling

Result: Overcomes the issue of static references by dynamically finding suitable devices

Future Work:

• Tests in larger IoT ecosystems to empirically verify the results

• Inclusion of availability predictions into the evaluation of candidate devices
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