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The Cloud Marketplace
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Multi-Site Clouds

Empowerment of
the user ..... select
cloud provider
based on cost,
service quality etc




Security

UK businesses more worried about data security, privacy and control
than a year ago, survey finds

By Phil Tottman
More from this author

1 Comment

Rising levels of concern over security, privacy and lack of control are
hampering cloud adoption in the UK, according to industry body the
Cloud Industry Forum (CIF).
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LastPass hack: online storage vault tells
users to change master passwords

Web service that promises secure central storage for passwords says people’s
main accounts may have been compromised
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Technical Challenges

Trust >>> Transparency

Privacy >>> User Centric
Portability >>> Migration between providers
Brokerage >>> Comparison of solutions
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Context: PaaSage Project

Define your application once,

deploy it at the full spectrum
of the Clouds
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PaaSage Objective

To deliver

an open and integrated platform to support both design and
deployment of Cloud applications,

together with an accompanying methodology that allows model-
based development, configuration, optimisation, and
deployment of existing and new applications

independently of the existing underlying Cloud infrastructures.
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PaaSage is for...

Software Application Developers

* Facilitating the application migration to Clouds

* Developing once and deploying on many Clouds
Cloud Providers

* Easing the move to their infrastructure and technology
Cloud Solution End-Users

* Reducing vendor lock-in

* Accessing more performant solutions
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Considering Cloud Deployment ...

Artefacts
Code and Binaries

Constraints
2 <= Hcores <=8
Response time < 300ms
Deployment Policies

cision Only in the EU
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CAMEL

Language for Modelling of Cloud Lifecycle
* Consists of existing standards i.e. CloudML
* Ability to add more standards

* Expresses state of lifecycle as model
* Plan, Deploy, Execution
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Security Challenges: Metrics

How do we get common metrics from providers?

* Cloud Security Alliance

 EU Service Agreements Guidelines

Availabilit
Level of uptime (Often termed "availability"
Percentage of successful requests

g ly service provisioning requests
Average Response Time
Maximum Response Time

User authentication and identity assurance level

Authentication
Third party authentication support
User authentication and identity assurance level

Logging parameters
Log access availabilit
PAAf§ AGE Logs retention period
Certifications applicable Co-funded by
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Sharing Data: PaaSage Social Network

Application Models Application Components
Explore Explore
View details View details
View executions Use - Clone
Use - Deploy - Clone Create new

Create new

Comment / Rate / Share / Watch
Write Review
View top rated
View suggestions

commony

Manage profile Join discussions
Connect with people Rate Q&A
Create and Join Write reviews
groups

Associate discussion with models/components

Get instant hints and answers automatically generated from
the Knowledge Base
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Security Challenge: Enforcement

Security has to be built into deployments

* Managed in a way to support multi clouds

Models developed to express security
* Models used to defined policy
e Policy Enforcement linked to specific providers.
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ADMIN API SERVICE API

POLICY PaaSage POLICY

PEP / PDP
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Multi-Site Security

Security layer manages the Cloud lifecycle

Policies taken from CAMEL (organisation) and
direct input

Policy Enforcement at each PaaSage lifecycle
phase

* Plan, Deploy, Execute
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Use Case

SME looking to deploy ERP to customers on Cloud

Each customer has different and specific security
concerns

PaaSage provides means to cater for the wide range
of concerns.
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Steps to Adoption
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Back to CAMEL

Availability 99% Providers ABC 99.2%

Level of uptime (Often termed g 99% Providers ABEG 99.3%
"availability")

Percentage of successful requests [ 99% Providers ABCEG 99.8%

Percentage of timely service g 99% Providers ACG 99.0%
provisioning requests

Average Response Time 0.1ms Providers ABCF 0.04ms

Maximum Response Time 0.3ms Providers ABG 0.15ms

>
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Summary

PaaSage is released as open source at OW?2
PaaSage looks to simplify Cloud adoption
Encouraging standards based technology

Promoting transparency through the Social
Network.
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Thanks for listening
http://www.paasage.eu

http://socialnetwork.paasage.eu

Invitation to join and contribute
... and to fill out the survey

http://socialnetwork.paasage.eu/Usability.d
OCX
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