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• Critical Infrastructures

• Critical Information Infrastructure
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Securing Infrastructures and Services
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Overview of critical infrastructures
(UE28 + EFTA)

Sectors Energy ICT Water Food Health Financial

Public

& Legal

Order

Civil

Admin.
Transport

Chemical

& Nuclear

Industry

Space &

Research
Other

AU          

BE    

CZ        Emergency services

DK     

EE          Rescue services

FI        

FR           Industry

DE         Media & Culture

EL  

HU         Industry

IT  

MT      

NL         

PL          Rescue systems

SK      Industry Postal

ES          

UK         Emergency services

CH         Industry
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A connected infrastructure…

• Data exchange between services
• Usage of cyber-physical systems 

(sensors/actuators)
• Examples : Smart Grids, Smart cities…

Objectives

• Dynamic adaption of services
• Reduction of operational expenditure
• Improvement of the global quality of life

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

Defining a Connected Infrastructure

Cyber
System

Physical
System

Important to secure Smart Infrastructure against cyber threats
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New and emerging risks

• ICT Dependency is generalised

• Cohabitation between IP-connected systems and 
older (legacy) systems

Threats with consequences on the society

• Economical consequences, but not only

• Smart Infrastructures’ operators’ are not security 
experts

• Lack of clarity on the concept of “cyber security”
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On the importance of securing smart 
infrastructures

Cyber security measures are not only technical but also operational and 
organisational
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Several actions are possible

• Usually, after a risk assessment

• Who is responsible? What role for everyone?

• Who invest? Why invest?

ENISA is leading several actions in this direction

• Threat landscape

• Regulation and incident sharing

• Good practices and recommendations

• Collaboration with all stakeholders

How to secure Smart Infrastructures?

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

Smart Operator secure their infrastructures and services
Citizens are protected from cyber threats
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Threats are always evolving

• Target: all sectors of our life

This document to help risk assessment

• Evaluate the assets exposed

• Prioritise investments

ENISA “Threat Landscape” 2014

• Focus on current and emerging threats per type of technology

• Two technical “deep dives”: Internet Infrastructure and Smart Homes

ENISA Threat Landscape
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Top Threats 2014
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Regulation

Regulation provides high level requirements

• Prone to interpretation

• No tangible action

ENISA provides guidance to the public and private sectors

• Coordination at EU level

• Definition of security objectives and associated security measures

Structure for security objectives and associated security measures

Securing Smart Infrastructures | Pr. Udo HELMBRECHT
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Incident sharing

Obligation to report incidents

• Electronic Communications Article 13a of the Telecom Framework Directive (2009/140/EC)

• Personal Data Breach Article 4 of the Privacy Directive (2002/58/EC)

Incident sharing can improve security

• Root causes analysis

• Dissemination of good practices

Member stateMember state

 
 Incident notification

 Incident reporting

National 
authority

Network or 
service 

provider

Network or 
service 

provider

Network or 
service 

provider

Member stateMember state

National 
authority

Network or 
service 

provider

Network or 
service 

provider

Network or 
service 

provider

ENISA

EC

Incidents are analysed 
and conclusions are 
shared with electronic 
communication 
operators
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Enhance the baseline security level

• Sectorial approach

• List security measures and their level of 
applicability

• Validation by experts

Objectives of these recommendations

• Reduce the existing needs and gaps

• Addressed to one or several stakeholders

• Can be high level or very technical

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

Good practices and recommendations
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Collaboration before regulation

• Share incidents and good practices
• Incentive to invest

Collaboration in Europe

• Public Private Partnerships (e.g. NIS Platform)
• Sectorial ISACs (e.g. FI-ISAC)
• Trust groups (e.g. ENISA Reference groups)

Preparatory to future regulations (e.g. NIS Directive)

• Enhance the global security level
• Spread investments over time
• Facilitate future compliance

Collaboration between stakeholders

Securing Smart Infrastructures | Pr. Udo HELMBRECHT
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Connected devices

• Data acquisition and processing

• Actions on the environment

Connected users

• Interface for command & control

• Adaption to the environment

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

What is a Smart Home?

Towards an automation of the home
for an improved quality of life (comfort, energy reduction…)
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Integration of several devices in one shared 
environment

• Several manufacturers

• Different economical models

• Heterogeneity of software, protocols, 
architectures

Security is limited

• Multiple vulnerabilities

• Lack of investment (manufacturers and buyers)

• Lack of transparency for security management

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

Why secure Smart Homes?

A cyber attack has consequences (direct or indirect)
on the Smart Home and its inhabitants

Sensors

Multimedia

Appliances
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In the press, and it’s worrying…
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No device is fully secured

• Dependency to external services

• Design of IoT/connected devices

• Vulnerabilities of protocols

Non-technical threats

• Cost reduction during design/manufacturing

• Economical model (e.g. selling private data…)

• Potential risks on health and safety

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

ENISA Threat Landscape for Smart Homes

By design, a Smart Home is prone to several threats

Hacking Smart Locks to 
open doors

TV recording all 
conversations
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Impact on life, health and safety

• Failure or attack on devices?

Criminal usage of IoT and Smart Homes

• “Virtual” crime

• Physical crime difficult to prove (e.g. robbery with no proof)

Continuity of service in case of a disaster

• Impact on the Smart Home environment?

Usage in case of emergency?

• How could IoT devices help first aid / emergency services?

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

Real physical threats

A lack of legal framework defining liabilities in Smart Homes
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Functionalities
Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed

do eiusmod tempor incididunt ut labore et dolore magna

aliqua. Ut enim ad minim veniam, quis nostrud exercitation

ullamco laboris nisi ut aliquip ex ea commodo consequat.

Duis aute irure dolor in reprehenderit in voluptate velit esse

dolore eu fugiat nulla pariatur. Excepteur sint occillum

caecat cupidatat non proident, sunt in culpa qui officia

deserunt mollit anim id est laborum.

Technical

• Choice and implementation of protocols

Economical

• Low incentive to integrate security

• Long term support of devices vs rapid evolution

Cultural

• Functionalities before security (product before end-user)

• Lack of collaboration industry/research. On the contrary, 
several lawsuits were initiated against security researchers.

No major attack to this day
⇨ Limited integration of security in the lifecycle of IoT

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

A questionable approach of security

Security

$mart 
Hom€
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The life cycle of Smart Home devices 

• Conception: security of components and frameworks?

• Integration: security of the whole system?

• Disposal: confidentiality of private data?

Mobility and pervasiveness of IoT devices

• Multiple networks and protocols

• Interdependences between devices and services

Components limitations

• Low processing power, lack of bandwidth capacity

• Evolution and patching against vulnerabilities?

Basic measures increase security in Smart Homes

⇨ Need to consider security by design

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

A need of harmonisation in security

IoT Radio (Stanford)

Source: nanjingiot.wordpress.com
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Secure interconnection of devices

• Access to private data

• Possible risk for health and safety

• Limited security in existing devices

Objectives and scope (in red)

• Secure the life cycle of IoT devices

• Raise awareness for manufacturers, vendors

• Advise buyers

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

ENISA’s work to secure Smart Homes
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A wide range of operators

• Cohabitation between different systems

• Data gathering, processing, exchange

• Cyber physical systems

Secure different domains of Smart Cities

• Public Transport Systems

• Smart Cars and connected roads

• Smart Grids and energy systems

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

ENISA’s work to secure Smart Cities
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Current status of cyber security

• Diversity of systems

• Independence between sub-systems

• Lack of UE-wide harmonisation

Objectives and scope (in red)

• Secure exchanges in the Smart Cities between 
transport operators and other operators

• Secure critical systems for transport operators

• Raise awareness for manufacturers/vendors

• Advise policy makers

Securing Smart Infrastructures | Pr. Udo HELMBRECHT

ENISA’s work to secure Public Transport

Public Transport

Smart cars and 

connected roads
Railway

Metro Bus

Tramway

Banks
Public 

safety Energy
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Several systems to secure

• In-car systems

• Connected road infrastructure (Speed 
regulation, Traffic lights…)

• Autonomous cars

Objectives and scope

• Promote good practices for security

• Focus on security by design

• Advise policy makers

• Protect EU citizens

ENISA’s work to secure smart cars and 
connected road infrastructure
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ENISA aims at enhancing the baseline level of cyber security

• A practical approach

• Beyond technical measures

• Integrating all stakeholders

Security of Smart Infrastructures is important

• Rapid technological evolution

• Impact on the economy and on EU citizens

• Need for harmonisation across the EU

ENISA promotes a pragmatic approach for enhanced cyber security

Conclusion

Securing Smart Infrastructures | Pr. Udo HELMBRECHT
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