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HATEOAS & REST API Structure



HATEOAS (for humans)

“Hypermedia as the Engine of Application State”

~
°°|B hitps://blogger.googleblog.com/ P~-ac || [3) official Blogger Blog | ‘
~
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D The latest tip e‘-i.\'w|B hitps //blogaer googleblog.com/2016/11/a-fist-few-tweaks-toward-better-blogger 24l £ - @ € | [B) Offcial Blogger Blog: Afist. % || o e @
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HATEOAS (for humans)

eo\g@,s bloggergoogleblog.com 0+ & ¢ [ @ offcil Blogger Biog o )| neeps: 201611, ew-tweals-toward-bet
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> Z N

! stephanie ideho
+Ahmed Ben Abderrazak okay

A first few tweaks toward a better Blogger a A first few tweaks t
Search blog

November 22, 2016 November 22,2016 N
Dhicks Prasatyo
I started blogging in 2009 but | left my blog middle of 2013. Now Im staring again my

@ Lebels - blog
From New York to Jakarta, Blogger is one of the most popular ways to publish the things you're From New York to Jakarta, Blog|
passionate about. Still, we've heard that there’s more we can do to make the platform a better N Ach passionate about. Still, we've hej
ehiv - -
place to have your unique voice be heard. So we'll be making some adjustments over time to ene o place to have your unique voice
bring you a faster, easier to use and more beautiful Blogger. bring you a faster, easier to use
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HATEOAS (for computers)

GET https://www.googleapis.com/blogger/v3/blogs/2399953

( I

"kind": "blogge {

"ig": "2399953n "kind": "blogger#postList",

"name": "Blogge "items": [

"selfLink": "ht{ {

"posts": { "kind": "blogger#post",

"totalltems"' W .. NWI7IN0ECDTD2ANTATOLE2ANEE 21
"selfLink": "I { .

} "kind": "blogger#post",
{3 "pages": {..}, ol g
— locale™: {..} "kind": "blogger#commentList",
gg } " "items": [
U) " {
()} " "kind": "blogger#comment",
xx " "id": "9200761938824362519",

] "selfLink": "https://www.googleapis.com/blogger/v3/blogs2399953
} /posts/6069922188027612413/comments/9200761938824362519",
"content": "elided",
} "author": {
} "id": "530579030283",
"displayName": ,..",

"url": "https://plus.google.com/u/0/+Fran%C3%A70isBacconnet",

"image": {
"yrl": ,.."
}
}
}’
{
"kind": "blogger#comment",

"id": "400101178920857170",
elided for readability
}

}
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HATEOAS (for computers)

{
"kind": "blogger#blog",
"id": "2399953", {
"name": "Blogger Buzz", "kind": "blogger#postList",
"selfLink": "https://www.googleapis.com/blogger/v3/blogs/2399953", "items": [
"posts": { {
"totalItems": 494, "kind": "blogger#post",
"selfLink": "https://www.googleapis.com/blogger/v3/blogs/2399953/posts" "id": "7706273476706534553",
I "selfLink": "https://www.googleapis.com/blogger/v3/blogs
"pages": {..}, /2399953/posts/7706273476706534553",
"locale": {..} "title": "Latest updates, August lst"™
} by
{
"kind": "blogger#post",
c "id": "6069922188027612413",
(-) }
= ]
(:5 }
O
(a4
iﬂ {
"kind": "blogger#commentList",
"items": [
{
"kind": "blogger#comment",

"id": "9200761938824362519",
"selfLink": "https://www.googleapis.com/blogger/v3/blogs2399953
/posts/6069922188027612413/comments/9200761938824362519",
"content": "elided",
"author": {
"id": "530579030283",
"displayName": ,..",
"url": "https://plus.google.com/u/0/+Fran%C3%A70isBacconnet",
"image": {

"kind": "blogger#post", narlt:
"id": "7706273476706534553", }
"selfLink": "https://www.googleapis.com/blogger/v3/blogs }
/2399953 /posts/7706273476706534553", }
"title": "Latest updates, August 1lst", {
:conten&”: ey "kind": "blogger#comment",
EWEROETS {(a) wid": "400101178920857170",
Tremliests | elided for readability
"totalItems": "0",

"selfLink": "https://www.googleapis.com/blogger/v3/blogs L

/2399953 /posts/7706273476706534553/comments"
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REST API Structure

/blogs/{blogld}

GET
fcomments POST /pages fpageviews POsT fposts
Interac... Interac...
GET GET GET GET
| -
9,) Hpageld} DELETE fbypath fsearch Apostld} DELETE
M PUT GET GET GET PUT GET
POST /publish PosT frevert feomments PasT fpublish POS]
Interac... Interac.., Interac.. Inte
GET
Hcommentld} DELETE
GET
POST fapprove POST fremovecontent POST fspam
Interac.., Interac... Interac..,
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Related Work

Automated Manual
Analysis Analysis

Machine-Readable Human-Readable
API Description API Description

m Existing analysis approaches focus on
request/response or URIs

request/
response

REST API

provides

m APl description documents enable analysis
at design time
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Swagger / OpenAPI
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AP for access bo the data within Blogger.
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|ﬂ fblogs fbyurl i |
|ﬂ /blogs/{blogId} ™ |
|ﬂ fusersf{userid} /blogs i |
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comments e
|ﬂ fElogs/ fbLagTd} fcomments & |
|ﬂ Jologs/{blosTd} fposts/{postid} /comments & |
|m fblogs/ {blogId} fpasts, {postid} feomments/ [commentId} @ |
|ﬂ /Elogs/IbLagTd] fposts/ IpostId] feomments/ fcommentTd] - |
|m ftlogs/{blogTd} fposts/ {postId} fcomnents/{connentId} /approve u |
|m /tlogs/{blogTd} fposts/ {postId} fcomnents/ {comnentId}/ renovecontent o |
|

|m fblogsf{blogId} fposts/{postId} /comments/{commentId}/spem ™
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Canonical Metamodel for REST APIs

[ Domain Model
N +supports
( Atomic Comp05|te Resource pp Method
(__ Resource Model | Resource Model
A +name
. v
HTML
[ URL Model [ Senvce Descrton +condistsOf +enables
L Service Pescnptlo.n : +targ et
JAXRE L Service Description Relationshi
. Application Model p
L Application Model RestAPI
L Application Model ﬁ E
v
model-to-model i i i
[ éi\éi —_— ot Navigation Creation
L Code ) » code generation
L Code | - » model reference

F. Haupt, D. Karastoyanova, F. Leymann, and B. Schroth, “A model-driven approach for REST compliant services”, ICWS 2014.
F. Haupt, F. Leymann, and C. Pautasso. "A conversation based approach for modeling REST APIs" WICSA 2015.
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Resource Structure

comments

‘ ﬂ /blogs/{blogId}/comments

‘ ﬂ /blogs/{blogId} /posts/{postId}/comments

’ m /blogs/{blogId}/posts/{postId}/comments/{commentId}

‘ ﬂ /blogs/{blogId} /posts/{postId}/comments/{commentId}

‘ m /blogs/{blogId} /posts/{postId}/comments/{commentId}/approve

‘ m /blogs/{blogId}/posts/{postId}/comments/{commentId}/removecontent

‘ m /blogs/{blogId} /posts/{postId}/comments/{commentId}/spam

POST [approve

Interac...

POST

Interac...

Jcomments

GET

HAcommentld}

GET

fremovecontent
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DELETE

POST

Interac...

Jspam
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The Framework

Swagger

—
B E E"EBE E e
TEEETE R e . B R i
‘ REST APl Models P NS
El B B B E B E =] Bl B B B B
l A B C D E

1 ApiName ~ | Transformed? | ~ | #links | ~ | #Mappings | ~ |#Resources | ~ | #iconne

. 2 |apis-guru.github.io true 0 0 1

An a IyS I S 3 |audiosear.ch true 3 3 13

4 backupify.com true 21 21 29

5 bbc.com true 0 0 15

. 6 beanstream.com true 7 7 11

7 bikewise.org true 2 2 4

- & blackberry.com true 41 41 52

9 bufferapp.com true 0 0 18

10 cambase.io true 0 0 8

11 citrixonline.com:gotoassistseeit true 1 1 2

12 citrixonline.com:gotomeeting true 13 13 13

13 citrixonline.com:gototraining true 11 11 17

F. Haupt, F. Leymann, A. Scherer and K. Vukojevic-Haupt. "A Framework for the Structural Analysis of REST APIs" ICSA 2017.
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First Results

“APls.guru - Wikipedia for WEB APIs”
https://apis.guru/openapi-directory

286 APIs in total 50%
105 from Google, 39 from Azure, 142 from others aoy "™ complete Set —s— Azure APIls
—#-—Google APIs other APIs
MIN | MAX | MEAN [ MEDIAN 2 30%
#Resources 1| 264 20,3 9 <
=8l | #ReadOnlyR o| 227 104 4 2
eadOnlyResources :
8 10% = _h—
O #POST 0 93 6,5 3 -— I
O 0%
) #DELETE 0 40 2,6 1 ?
o U S I
S | #roots 1| 2271 81 4 A A A "
- AN l} l} lf A) A A
§ #Links 0| 248 12,2 4 §\° "9°\° o’s\° @N o,°°° s
maxDepth 0 7 1,8 1 ro = share of read-only resources
80 w complete Set = Azure APIs Google APIs other APIs
v 60
a
g 40
20 —
0 | S - 3

#resources (API size)

F. Haupt, F. Leymann, A. Scherer and K. Vukojevic-Haupt. "A Framework for the Structural Analysis of REST APIs" ICSA 2017.
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APl Governance Support

m Rule compliance

m Non-functional properties, best practices support,
documentation quality, ...

m Low-level metrics = higher-level aggregated metrics

m (API) Complexity

m Descriptive complexity

m Objective truth

m Perceived complexity

m Subjective

© Florian Haupt API Governance Support through the Structural Analysis of REST APIs
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Methodology

M
AR

—_
AHP Analytic Hierarchy Process n= 10 nput 1
Objective: Perceived AP| Comblexity b
Onlyl AHP Analytic Hierarchy Process n= 10 nput 1

Pe83% Objoctive: Perceived AP| Comolexity. |

once« 2" | AHP Analytic Hierarchy Process = 10 oput 1
Please |~ o

TG ey Cbiective: Percived API Complexity

REST APl Models

3 once Only input data in the light green fields!
2 li5g Please compare the importance of the elsments in relation to the objective and fil n the table: Which
= gﬂL element of each paif s more impertant, A or B, and how much more on a seale 1-9 as given belo.
% |3}/ 1 | once compieted, you might acjust highiighted comparisons 1 to 3 to improve consistency.
e |a3 2 |% 0 Criteria Comment
5 |ot 3 RS ‘com-arm-webazure c|azure com-arm-web.pdf
7|a o[y 2 _com_ad: h :_com_ pdf
8 (st o 3 |googleapis_com_blogger |googleapis_com_biogger.pdf
o il o |2 4 [xked.com xked.com pdf
B ; : 5 |azure twork  |azure. ctwork pdf
| & _com_ :_com_ pdt
S 1l 7 o7 ure.com-arm-sql azure.com-arm-sqlpdf
N LI01SE 5 | smart-me.com smart-me.com paf
| E 9 [funshouts.com funshouts.com pdf
L Na_10 |sendgrid com ndgrid.com.pdf
: Il [b1 [ 1] 05032017] cr[7% ]
1 ; Name ‘Weight Date Consistency Ratio Scale
1 Criteria mare important 7] Scale
1 1 i A B Aors| (19)
1 : 1 2 |azure.com-arm-webazurg < googleapis_com_adsen| A
i | is_com_blogg [_A
14 xked.com A
i | s azure com-arm-network| A
1 16 googleapis_com_group | A
1T azure.com-arm-sql A
18 smart-me.com A
2 3 _com_adsenge _com blogg [_A | 1
2 4 xked.com A 7
2 s azure com-arm-network| B 5
2 6 _com_group [ A [ 7
2 7 azure.com-arm-sql A1
2 8 smart-me com Al 1
=
03
s —01 w02 D3 D4 EZBDS ESID6 07 ONIDDS rewiD9 emconsolidated
02
0,15
"
01
0,05
Al H
0
E9%leayys . Funshoy o hedcop, "t e o ‘”’“g/aanm[,,, £00gle 5 con 2ure.cop, arm, “ure, Mg, 11 o 2ure, arm|
" Upsser, " 2sensens, "Blogge, sql Metiopy
ings st

© Florian Haupt

fi
go%”"%g Unsh,
Con,

0,012
0,01

0,008

40,006

0,004

0,002

M1

A= M2 =Hem M3 —M4

t5.co,

'y
PSSetting,

M1
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Analysis

@— M5 emmmuyser ranking

X s a a E a
heq, con na,,‘% goog,@ap @oog,p o 2Urg, o 2Ure, o, e"df,’nd 2Ure, o,
-Cop, S c s _co -ar, M-ar oy M-,
n ! sy blogy S0l ety . Mty
Nse, S r
t
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AHP - Procedure

9 Developers

M
i

(=] & [t

© Florian Haupt

W b wwisasuni-suigar X\ = AHP Analytic Hierarchy Process = 10 mput 1
e G T I 2 BE O » | = Objec}we: F'era:ew.ed AP .Complexny ]
Only input data in the light green fields!
c NEXT Please compare the importance of the elements in relation to the objective and fillin the table; Which
element of each pair is more important, A or B, and how much more on a scale 1-8 as given below.
8 A - googleapis_com_adsensehost (zoogleapis com adsenschost.pdf) Once completed, you might adjust highlighted comparisons 1 to 3 to improve consistency.
O n Criteria Comment RGMM
q) 1 |azure com-arm-webazure clazure com-arm-web pdf 26%
n 2 |googleapis_com_adsensehqgoogleapis_com_adsensehost.pdf 9%
q) 3 |googleapis_com_blogger |googleapis_com_blogger pdf 10%
(2% 4 |xkcd.com xked.com.pdf 3%
5 |azure.com-arm-network azure.com-arm-network. pdf 12%
6 |googleapis_com_groupsset]googleapis_com_groupssettings. pdf 3%
7 |azure.com-arm-sgl azure.com-arm-sql. pdf 1%
8 |smart-me.com smart-me.com.pdf 7%
W 9 |funshouts.com funshouts.com.pdf 4%
“ 10 | sendgrid_com sendgrid.com.pdf 15%
F]= (D1 | 1] 05032017 o | cr[ 2% | | |
Name Weight Date Consistency Ratio Scale
Criteria maore important 7| Scale
i A B AorB| (1-9)
1 2 |azure.com-arm-webazurd @ googleapis_com_adsen| A 5
] 1 3 googleapis_com_blogg | A 5
1 4 xked.com A 9
1 5 —= azure.com-arm-network| A 3
1 8 googleapis_com_group | A 9
G5 S g I 17 azure.com-arm-sgl A 4]
1 8 L smart-me.com A i
. 2 2 |googleapis_com_adsengel googleapis_com_blogg | A 1
finfo.0,json HAcomicld}/info.0,json - ;
2 4 xked.com A 7
2 5 _J azure.com-arm-network| B 5
GET GET 2 B googleapis_com_group | A i
2 T azure.com-arm-sql A 1
22 smart-res com Iiy 1

http://bpmsg.com/new-ahp-excel-template-with-multiple-inputs/
API Governance Support through the Structural Analysis of REST APIs
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AHP — Results

0,3

N D] e D2 D3 [1D4 FFADS5 KXND6 D7 OIOOND8 r*% D9 emmmmconsolidated

0,25

0,2

0,15

0,1

)
O
| -
O
)
n
)
(0’4

0,05

azyr, azy,

e re

“COm:ap, “Com;
Mesgy

S
el’ldg,«,‘d. com

: ‘a

B a R )

gro“pssett,'n o ds@nseh ost /oé’ger Ctwory
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Candidate Metrics (1)

M, = #resources
M, = BiggestComponentCoverage

M3=M1+M2
My = M; + M3
Ms = M7 + M,

All metrics are

normalized for

comparability.

A4S Research

logs/oyurl fblogs/iblogld) Jusersy{usarid}
GET GET GET
Jeomments. POST Jpeges [pageviews POST fpests fblogs
Interac.. Interac.
GET GET GET GET GET
flpageld} DELETE fbypath Jsearch fipostid} DELETE Hblogld}
PUT GE GET GET PUT GET GET
POST Jpublish POST Jrev Jeamrnenty POST Jpublish POsT frevart Jposts
Inter: Interac. Interac. Interac.
GET GET
ficommentid} DELETE postld)
GET GET
POST Japprove PoST Jremowec POST Jspam
Interac. Interac Interac.
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Candidate Metrics (2)

0,4
0,35
e \]] ] e |\]3 e—\] e=@=|/]5 ——scr ranking

0,3
0,25

0,2
0,15 l/

01 A Aﬁ =

‘ - _‘/ N
0,05 v\ \(/’ —
g
0 —l_zuG
8o fU X &o 8 az
Og/@ap ¥ Sh, u tS_C Cq. Co 'hart\ Me. Og/eap Og/eapis re.c ] u,.e‘c nd, i o re.c -
_ o o ~Com_, . ~Com 4 Mesgy e arm.,,
\é’roUpsSe ~ O’sens e Ogoe tWOrk b
Hing Ost

M, = #resources

M, = BiggestComponentCoverage
M; = M; + M,

M, = My + M2

Ms = MZ + M,

0,012

0,01
0,008
0,006
0,004

0,002

o

M1 M2 M3 M4 M5
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Summary
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Resource Structure

The Framework

comments

Methodology

EER - 5/ (postid] fcomments/ {commentId]
blogs/ (81ag1d) fposts) (past1a) jcomments/ {comment 1 =l =l = [E
S G
] togs{ (51og1d) posts (pas 1d)f comernts/ (commert 1d} fopprove = BECECBCBCERE = m F
O O
o L 1 o T o
4 10 » 8 RPN -
0] BB E 5 8E BEEEEESEBEESE
o » tegta post - [
pitame < ansomedt] il appngs < messces eonnd
Tcomments apis quugithubio L o o 1
sudosearcn ve 2 2 n
sackupitycom 2 2 »
ccom o o s
«r beznstream.com e 7 n
oiewtseorg e p B
ackoerycom i a 2
ferpp.om e o o i
ambsselo ve o o s
onime comgotossssesit e s p 2
iine comgotomesting 5 2 »
Acommenta) onine omsgototraing e n n v
o
— emovecontent
F. Haupt, F. Leymann, A. Scherer and K. Vukojevic-Haupt. "A Framework for the Structural Analysis of REST APIs" ICSA 2017.
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Candidate Metrics (2)

WAASf Research
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M1 kM2 =HemM3 = Md —@=M5 emmmmuser ranking
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M, = #resources 0,012
M, = BiggestComponentCoverage | oo
M3 =M; + M, 0,008
My =M, + MZZ 0,006

Mg = M{ + M, @

0,002

M1 M2 M3 M4 M5
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