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GOVERNMENT

Essentia develops world's

first blockchain solution
to manage international
logistics hub together

with Traffic Labs and the
Finnish Government essentia.one

IDENTIFICATION @
Voter registration is
being facilitated via
ablockchain project
in Switzerland

spearheaded by

Uport. uport

MOBILE PAYMENTS

The blockchain ¢
ledger that Ripple
uses has been
latched onto by a
group of Japanese
banks, who will be
using it for quick
mobile payments.

INSURANCE

A smart contract-
based blockchain is
being used by
Insurer American
International Group
Inc as a means of
saving costs and
increasing
transparency.

ENDANGERED SPECIES
 PROTECTION 4
The protection of ¥ —o
endangered species
is being facilitated
via a blockchain
project that records
the activities of
these rare animals.

CARBON OFFSETS 2
IBMisusingthe ¥ —°
Hyperledger Fabric
blockchain in China
to monitor carbon
offset trading.

50+ BLOCKCHAIN
REAL WORLD USES CASES

9990 Qo

BORDER CONTROL

O

essentia.one

Essentia has devised a
border control system
that would use
blockchain to store
passenger data in the
Netherlands.

SUPPLY CHAINS

1BM and Walmart have *—°
partnered in China to
create a blockchain

project that will
monitor food safety.

HEALTHCARE

A number of
healthcare systems
that store data on the
blockchain have
been pioneered
including MedRec.

SHIPPING

Shipping is a natural *°
fit for blockchain,
and Maersk have
been trialling a
blockchainbased
project within the
maritime logistics
industry.

MAERSK

ENTERPRISE

- P

Ethereum’s
blockchain can be
accessed as a
cloud-based service
courtesy of
Microsoft Azure.

REAL ESTATE

Blockchain is now
being used to
complete real
estate deals, the
first of which was
conducted in Kiev

by Propy. PROPY

THE INTERNET
OF BLOCKCHAIN
FOUNDATION

ENERGY

Essentia is developing a
test project that will help
energy suppliers track the
distribution of their
resources in real time,
whilst maintaining data
confidentiality.

essentia.one

are now being stored
on the blockchain in -
developed by the iyl
National Agency of | B
COMPUTATION @
Digital Currency
Group are helping
Services examine

ways in which the

LAND REGISTRY { :
Land registry titles

Georgia in a project

Public Registry. REGB%,I;CY:
‘Amazon Web

distributed ledger

]
technology can help WDIGITAL
improve database ) CURRENCY
securty Group
ADVERTISING .
New York Interactive °°
Advertising

Exchange has been
experimen- ting with
blockchain as a

means of providing
an ads marketplace
for

BORDER CONTROL

Essentia is developing a
blockchain project for
border control that will
allow customs agents to
record passenger data
from an array of inputs
and safely store it.

O

essentia.one

JOURNALISM @
Decentralized
journalism, as enabled
by blockchain
technology, has the
potential to prevent
censorship and

increase transparency,
as Civil has shown.

WASTE MANAGEMENT

Waltonchain is

using RFID
technology to store
waste management

data on the
blockehain in China.

DIAMONDS .
The De Beers Group ° °

is using blockchain
1o track the

importation and
sale of diamonds.

D Beers

FINE ART

By storing
certificates of
authenticity on the
blockchain, it's
possible to dramati-
cally reduce art

forgeries, as one ©

blockchain projectis | o @ @ @
proving. ©
ki A AN

NATIONAL SECURITY

For the past two o @
years, the US
Department of
Homeland Security
has been using
blockchain to record
and safely store data
captured from its
security cameras.

N ENERGY y @

Food importationis °
another industry

where blockchain is

proving its worth,

with Louis Dreyfus

Co trialling a

soybean importation L
operation using this

TOURISM

In a bid to boost its
tourism economy,
Hawaii is examining
ways in which

blockchain-based
cryptocurrencies can

e adopte
throughout the US
state.

TAXATION
z 4

In China, a tax-based °°
initiative is using
blockchain to store
tax records and
electronic invoices
led by Miaocai | o
Network.

ENERGY %
Chile's National

Energy Commission
has started using
blockchain
technology as a way
of certifying data
pertaining to the CN=
country’s energy -
usage as it seeks to COMISION
update its electrical j—o NACIONAL
infrastructure. DE ENERGIA

RAILWAYS
Russian rail operator

Novotrans is storing
inventory data on a
blockchain

pertaining to repair
requests and rolling
stock

ENTERPRISE @
Google is building its
own blockchain
which will be
integrated into its
cloud-based services,
enabling businesses
to store data on it,
and to request their
own white label
version developed
by Alphabet Inc

music
Arbitis a blockchain-
based project led by

former Guns N Roses
— arbit

@ . -
< Alphabet
Ayl

drummer Matt
Sorum seeking a
fairer way to reward
musicians for their
creative efforts.

FISHING @
Blockchain
technology has been
used to provide a
transparent record
of where fish was
caught, as a means

of ensuring it was
legally landed

illiosorearc
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“If you are not operating at the edge of new technologies,
you will surely be disrupted. If you are not willing to
embrace new technologies like blockchain [...], you are,
maybe subtly, at some point ... going to extinction.”

FedEx CEO Fred Smith at Consensus 2018
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The power and disruption of blockchain is evident...
“...but so are the challenges to its broad implementation.”

MIT Sloan Management Review, March 2017
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So, what is a blockchain?
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Perspectives matter

Crypto
economy

S. Tai 2018 | ise.tu-berlin.de
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Decentralized Programming

database platform
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What is a blockchain? .'ﬁ
“A blockchain is an economic system”
— Crypto-economic perspective

Blockchains enable the implementation of purely decentralized digital currency
(aka cryptocurrency).

» Payment method

» Decentralized incentive and governance
mechanism

» Financing model (token sales, ICQOs)

S. Tai 2018 | ise.tu-berlin.de ISEngineering

Information Systems Engineering



What is a blockchain? ﬂﬁ

Universitat
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“A blockchain is a distributed decentralized database” N\
— Data management & IT architect perspective

A blockchain is a special type of peer-to-peer database with the following key
properties:

» Stores an append-only ordered linked list of transaction records
=> the transaction history

» The transaction history is fully replicated among all peers using a
decentralized consensus protocol

» The transaction history is practically immutable and tamper-proof
(under some assumptions)

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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What is a blockchain?

“A blockchain is (part of) a programming platform” <codex
— Developer perspective oo

Blockchains enable building decentralized applications (DApps):

» Smart contracts = decentralized business logic

» emerging decentralized software stack for storage,
messaging, haming, routing, etc.

» “Web 3.0 browsers” and light clients

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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What is a blockchain?

Technisc

“A blockchain is a shared ledger” i p—
— Business perspective g ey

Enables business disintermediation
=> promises lower cost of business transactions

» Cut out the middleman
» Single source of truth, golden record
» Open data platform for value-add services

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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...and even more perspectives
and combinations thereof...
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At the core: Transactions
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Recall ACID transactions and RDBMS ﬂﬁ

\
()

ACID Transaction

Client
Atomicity — all or nothing
Consistency — only valid data Coordinator
Isolation — no interference 2PC

Durability — committed data is never lost

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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Recall BASE systems and NoSQL stores ﬂﬁ

BASE Systems

Basically Available —
partial system failures ok

Soft-state — system state can change
even without further updates

Eventually consistent — system will
become consistent if no new updates
are made

S. Tai 2018 | ise.tu-berlin.de
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Blockchain transactions and blockchain systems: 1
Not ACID, not BASE, but SALT e | 5

Berlin

¢
¥
R
i

Sequential — transactions are processed = Symmetric — a peer-to-peer network with

in sequential order symmetric responsibilities
Agreed - community consensus Admin-free — no concept of a system
determines transaction validity admin

Ledgered — all agreed-on transactions are Ledgered — all peers maintain a copy of
added to an append-only ledger the ledger

Tamper-Resistant — A transaction cannot Time-consensual — working with block
be manipulated or censored intervals

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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Comparing ACID, BASE, and SALT ﬂs
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A —? Sequential Symmetric
C A greed Admin-free

I __________ - L edgered L edgered

(Tx) (System)
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T for Turing Complete?

A — Stored procedures —

Deterministic computations

T

Reduced language Cost-model for a
instructions Turing-complete language

Smart contracts ‘

v
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TP systems in support of ACID transactions
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BASE Systems

Application
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Tx agreement vs. Block agreement .'E

Berlin

TX 0 P TX 1 2 TX 2 P TX 3 P TX 4 (> TX 5 P TX 6 > ... » TXN

Agreement on single TX = overhead

TX_ 0 [ TX 1 [ TX 2

A 4
v

TX 3 [»{ TX 4 % TX.5

A 4

TX 6 — [l —» TX N

Blocks of Transactions

» Chronological order [ & | %
» Reference to predecessor B B
| & | B
P
B ®
o B e
a
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Blocks are... .'E

Berlin
* Collections of transactions
 Chronologically linked to their predecessor
« The data structure consensus is found on
4THE % N
S. Tai 2018 | ise.tu-berlin.de ISEngineering
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Solving Consensus .'E
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Who is allowed to write a block? Ll rx s bl ¢ a s x5 e

“Traditional” Consensus Algorithm
= High message complexity

Bitcoin Solution
= Lottery (Proof-of-Work)

* All nodes try to solve a hard problem

* The solution is easy to verify

* The first node to find a solution, writes a block

* Other nodes verify solution and accept the block

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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Understanding SALT

Application

Tx
validation

_____________________________________________________________________________________________________________

Block
interface

Transaction Block
Manager | Vvalidation
1 Block
\i mining
Resource
Manager
¢ Append
¥  block
v
Resource
v
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Applications will likely use a combination of all
three transaction and system models cane [

Universitat

Berlin

Legend

Application O O
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Still SALTy?  Well-seasoned or just bad taste?
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Why should you care?

S. Tai 2018 | ise.tu-berlin.de ISEngineering

Information Systems Engineering



Asking the right questions may help

Do you need blockchain?

Multiple parties
share data

multiple partic
cammon inform;

()

Intermediaries
add complexity

removal of interm
reduce

Multiple parties
update data

multiple parth

Time sensitive
interactions

delay has business
efits

source pwe via @mikequindazzi

Requirement for
verification

s eed to trust
that are recorded

V)

Transactions
interact

Technische
Universitat
Berlin

How to decide when to use blockchain

7)

START

S. Tai 2018 | ise.tu-berlin.de

High Performance,
Millisecond Transactions?

—
&= con

Are You Managing
tractual Relationships?

irking with Complex
iness Logic?

Does Identity
Matter?

Do You Need to Keep Your
Transactions Private?

Let's Talk

Does This Require
a Market Approach?

Does it Require Greater
Than Two Parties?

Are You Looking
to Reduce Costs?

Are You Looking to
Improve Discoverability?

Does
. 4 more than one
participant need
tobeableto
Cana
traditional update the
database data?
technology
meet your H 3
nsedet YES NO
YES NO st
’ Do you
andall those
updaters H
trustone
another? N\
Isthis
database likely Doyou
tobeattacked or need to control
censored? Do you need h
i i
multiple distributed - blockchain
computers? software?
Would o ’
allthe .
* : participants YES N:O
YES NO trusta third
party?
YES NO

YOU DON'T

NEEDA
BLOFKCHAIN
F/

AST
TRANSACTION
SPEED)

YOU MIGHT NEED
APERMISSIONED

BLOCKCHAIN
MEDIUM

TRANSACTION
SPEED)

YOU MIGHT
NEED A PUBLIC
BLO(CKCHAIN

SLOW
TRANSACTION
SPEED)

s aim to provide security
itional contract law and to
ansaction costs associated
lo.

3

When everyone on an exchange can view

the same ledger, it is easy to broadcast an

intention (or offer) by appending it. For
example, in a trading network, all ask and
bids would be visible to every network
participant.

Blockchain networks allow each participant
4 to create customized solutions using their

own proprietary business logic while

running on the same common ledger.

|SEngineering
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Not a single system,
but different types of blockchain systems exist

HYPERLEDGER

ofripple @) Chain

public private

S. Tai 2018 | ise.tu-berlin.de IS Engineering
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...with different characteristics

Identity management
Access management
Consensus protocol

(typical)

Trust

Applications
(typical/envisioned)

S. Tai 2018 | ise.tu-berlin.de

Public (Permissionless)

Technische .
Universitat

Berlin

Private (Permissioned)

anonymous or pseudonymous
peers

KYB/KYC checking,
PKI

open participation,
fully decentralized

central authorities,
only partly decentralized

Proof-of-Work, Proof-of-* and/or
Proof-of-Stake BFT protocols
trustless some trust in central
(= no trust required) authorities is required
cryptocurrency, cross-organization and

web 3.0

cross-border enterprise
applications

ISEngineering
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Look at all constituent parts of a blockchain ﬂﬁ

CONTRACT ()
7~ key <4V

/ \
o S
Dl;:.ayte g Q =
=
Digital contracts Asymmetric cryptography =)
=
Distributed storage

e) o) o 5 !‘
P2P network [
[

Consensus protocols Incentive mechanisms

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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cryptokitties.co Techri
Umversi 5
Berlin

Collectible.
Breedable.
Adorable.

Collect and breed digital cats.

|SEng|neer|ng

Information Systems Engine

S. Tai 2018 | ise.tu-berlin.de



Technische '
Universitat

Berlin

Lessons (to be) learned
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Contract

Simple chess game, TumBasedGame “E

tough challenges T
Client interacts with o Chess
| uses
Lib‘rLary Lib‘rLary Lib‘rLary
Elo ChesslLogic Auth

« Checkmate condition is too complex to be checked on-chain. We need to
find an alternative trustless way to check conditions.

« Computations cost money. Hence, like in a physical chess game, we should
have a player trigger endgame condition checks instead of doing them after
every valid move.

S. Tai 2017 | ise.tu-berlin.de ISEngineering

Information Systems Engineering



Challenge-Response Pattern .'E

Berlin
@ > cranenge :ﬁ:—W (_ Finish challenge > Varify challenge

¥

Change state

walid response No responsa
Resat challenge
na irvalid responsa
®

Context:
A smart contract models a state machine with well-defined final states.

+ State transitions are cheap to compute, but checking whether a given state
is a final state is expensive or may not be possible at all.

Solution:
+ Perform the check off-chain on the client side. A client can notify a smart

contract when a final state has been reached.
» Other clients can prove claims wrong by providing a valid state transition.

ISEngineering

S. Tai 2017 | ise.tu-berlin.de
Information Systems Engineering



Chess Endgame i i
Challenge Response
Player

WMlmmmwnm
10 also handie cases when Player
ma—-mm-mmﬁ

[ ] B Technische .
| " " . g e
“Oppanent is not answering” “Ogponent i checkmate’ "Opponent’s in salermasy Universitat

Berlin
surrender

|
v

for

respense

'.‘.‘1“/\”
— = confirmGamatnced
Deciare game enced IDeclare Opponent as
in drow waner

S. Tai 2017 | ise.tu-berlin.de - S, [T ISEnglneerlng

mmmmwummmcnmm Because of mar . . .
7 203507al wty 13 050V he state 15 acded: Aher two tmes T SMeOsL. both players are allowed 10 ofier a dram Information Systems Engineering



Off-Chain Sign

Move
- signed(new state, move count)
- signed(fromSquare, toSquare)

A

Player 1

atures Pattern

A

Player 2

;

Blockchain
%

S. Tai 2017 | ise.tu-berlin.de

=
\ \ﬁ Claim Timeout / Win / Draw I

Send State (signed by P1)
and Own Move

Technische .
Universitat

Berlin

Context:

Two network participants want to transact with each
other multiple times in the future.

They want to reduce the cost of these transactions or
want to hide them from others.

Solution:

Specify a smart contract including a function, which
applies an external state given as argument to the
contract state.

This function includes a signature check to ensure both
participants agree with the state change.

The participants perform transactions purely off-chain
and peer-to- peer, without involving the blockchain.

Any transaction, signed by both parties, can then be sent
to the smart contract by a participant at any point in time.
After validating both signatures, the contract updates its
state accordingly.

ISEngineering

Information Systems Engineering



Delegated Computation Pattern ﬂﬁ

Berlin

On-chain processing Delegated computation

™ > Prover

Problem:

Verifiable computations are
extremely complex to specify
and require deep technological
understanding

Blockchain Network Blockchain Network

|SEngineering

S. Tai 2017 | ise.tu-berlin.de
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ZoKrateS — A Toolbox for Off-Chaining

https://github.com/JacobEberhardt/ZoKrates

Prover & Verifier

wi(ri) (0,0)
wa(ri) (0,0)
wi(ri) (0,0)
wa(ri) (1,0)
ws(ri) (0,1)
we(ri) (0,0) |yg

QAP polynomials

C
J B Rank1 Constraint
o) - System
(]
@

High Level
Language

[ Application }

1. Call Contract

6. Receive Result Event
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)

K Blockchain Node

Y

\

~ 4. Trigger Verification -

L

&

[ Smart Contract

y J 5. Result ~

Verifier }

N

J

2. Handoff Event 2 3. Result and Proof

[ Prover }
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Come work with us / collaborate!

S. Tai 2018 | ise.tu-berlin.de ISEngineering
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Blockchain Expertise in the ISE Team

=

Signed messages

B

—_—

Deployed instance of a service
reference implementation

@

Bob (Service provider’

)
@ IPFS
-

-

N

L p
A

Alice (Service consumer)

£

Consumer can integrate

service wherever

he wants

N
0 55

Blockchain-based Service Marketplace

http://www.ise.tu-berlin.de/fileadmin/fg308/publications/2017/2017-
klems-eberhardt-tai-service-marketplace.pdf

S. Tai 2018 | ise.tu-berlin.de
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September 6, 2016 | Jamie Redman | © 25411 | " 2| & ‘
Students at Berlin University Build Chess
Game on Ethereum == o

ey

https://news.bitcoin.com/berlin-students-chess-ethereum/

On-chain processing Delegated computation

Prover

Py
X l

Blockchain Network Blockchain Network
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Not ACID, not BASE, but SALT
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Abstract—Scalability and privacy are two major challenges
for today’s blockchain systems. Processing transactions at every
node in the system limits the system’s ability to scale. Further, the
requirement to publish all corporate or individual information
for processing at every node, essentially making the data public,
is — despite of all other advantages — often considered a major
obstacle to blockchain adoption. In this paper, we make two
main contributions to address these two problems: (i) To increase

increase transaction throughput by reducing the cost associated
with transaction validation; (b) through off-chaining, remove
the requirement to reveal data to all and to become public but
allow data to remain private, yet, private data must still have
an influence on the transactions processed on-chain.
Transaction throughput is directly linked to the cost implied
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