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Unicorn Dashboard
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* Hosts the Unicorn design libraries for monitoring, elastic scaling,

security enforcement and vulnerability assessment

* Provides the packaging tools for successful application deployment

* Provides real-time incident notification and cost explorer

Unicorn Dashboard

Development Perspective

Management Perspective

Annotated Source
Code Editor

Service Graph &
Policy Editor

Security &
Monitoring

Available
Cloud
Offerings

Deployment
Lifecycle
Management

Package Manager

Credentials and Key

Management

User Management
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Unicorn Dashboard

One collaborative and unified environment to develop apps,
share workspaces, ship coded artefacts to the cloud, and
manage the entire deployment lifespan

L_— i
. W Real-time Analytic Insights and Security Incidents, Software Vulnerabilities
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Unicorn Dashboard I
Development Perspective Management Perspective
Enhancement

Service Graph E
via

.| Mapped to Multi-Cloud

Unicorn | Service C:r‘:l;?;e ) Container

Design Graph Description Deployment

@Annotations| | gynicornSecurity( "FIREWALL", Modely, |~ | N o |package

“ ———>| | params={network=[private], ingress= * q q
[3306]})
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order){

Packaged
Artifacts

Code
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Unicorn runtime

Unicorn runtime
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Gamazon O GoogeCloud  gporstack M Azire
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Design Libraries

[

Service Graph
Enrichment with
Additional Polices

Code annotations
- minimum code

instruction Service graph enrichment
- hide operation constraint - alter or define new policies
complexity definition without coding
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Unicorn Dashboard

One collaborative and unified environment to develop apps,
share workspaces, ship coded artefacts to the cloud, and
manage the entire deployment lifespan

I S A\M‘w Real-time Analytic Insights and Security Incidents, Software Vulnerabilities
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Unicorn Dashboard I
Development Perspective Management Perspective
Enhancement

Service Graph
via

1 | Mapped to Docker Multi-Cloud
o e compose : ooomainer
.@Annntatlons @UnicornSecurity( "FIREWALL", Model, | A | AN package Description
—_— params={network=[private], ingress= * q q
[3306]})
ublic Res ler(Order
order){
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Unicorn runtime

Unicorn runtime

Developer - Packaged I':_:{%m £ Google Cloud opell'l:s.tack. -;Azure
T Artifacts
Monitoring & Service Deployment . . .
"“"@""S;E?;:mﬁ" | [ ‘““3““""“ */ | Service Graph description
[ Service Gr; . .
evcmeniwin - No need to learn another runtime or proprietary
technology
Administran
- Enhanced Docker Compose description
- Description can still be used in any other Docker
runtime but Unicorn policies will be ignored
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Unicorn Cloud IDE Plugin

Developed for popular and open-source Eclipse Che ecosystem
to support online and collaborative software development

c Eclipse Che

Browser Unicorn CHE Server Workspace
O IDE Downloads IDE Workspace Master
N njects
Cloud 5
= m [
Developer “ Annotated Sou
O BE Codo Eator MA B8 Annotated Source Code- - - Tje-n-;-
Usas_ ’ mE Policies & Service |
m--- BN GaphEdilor e , @8 Service Graph
Per. || Vuln. T |
Cloud Applicati M.E Privacy| | mm Policies =-F-
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et Mo T
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O mm Application Lifecycle
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17 Management
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Application Mansg Eclipse CHE SDK
Administrator
1 Develops
1 CHE
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Unicorn Platform

Link between Dashboard and Multi-Cloud Execution Environment.
Where the Unicorn business logic is applied.

Service graph

Validation Metamodel Validatio
.. m a n R itori
Detect antagonizing s
policy restrictions and Annotations Interpreter Velorriae Graph
circular dependencies

Compile, Bundiing & Design Code annotations
De t Enf t Run-ti Enf nt .
ploymen orcemen un-time Enforceme |nter‘pretat|0n and

Run-time Policies & : H
Sll.llhgnufwmncnt blndlng

Runtime policy and
constrain enforcement
Monitoring, auto-
scaling, security and

Application Placement Optimization

Smart and interoperable

vulnerability N )
assessment orc estra.tlon
underlying

Cloud Orchestration programmable
S — Cloud Offerings Manager |nfra§tructure, n'etwork
fabric and multi-cloud
containerized execution

Unified API .

environment
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All Unicorn apps are packaged and enabled by Docker Runtime Engine
to create and isolate the containerized execution environment.
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Unicorn Technology Stack

Unicorn Smart Orchestrator

Unicorn Overlay Cross-Cloud Network

App 1

Bin/ Libs

App 2

Bin/ Libs

,---I Kubernetes Networking |»

App 3

Bin/ Libs

Docker Container Engine

Operating System (Core0S, Ubuntu core)
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Kubernetes Networking |-- -\

App 1

App 2

Bin/ Libs

Bin/ Libs

App 3

Bin/ Libs

Kub
Master
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Docker Container Engine

Operating System (Corz0S, Ubuntu core)
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Docker Runtime Engine is
sufficient for small
deployments.

But...

Limited to a single host.
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Unicorn Technology Stack

Kubernetes to support the orchestration of large-scale distributed
containerized deployments spanning across multiple hosts.

Kubernetes Networking

App 1

Bin/ Libs

App 2

Bin/ Libs

App 3

Bin/ Libs

| Docker Container Engine

| Operating System (Core0S, Ubuntu core) |

(@)
>
wn

3YYM140S

A‘ﬁf’a

University
of Cyprus

[} U [}
o 0 oud D
------------- Meeeso--------4 Kubernetes Networking |--.
' : : Kub
App 1 App2 | | App3 | | Master
Bin/ Libs | | Bin/ Libs | |Bin/ Libs

| Docker Container Engine

| Operating System (Corz0S, Ubuntu core) |
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Kubernetes Limitations

- (De-)provisioning
infrastructure resources.

- Auto-scaling.

- Cross-cloud deployments.
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Unicorn Smart Orchestrator extends open-source Arcadia
framework to enable Kubernetes across multiple cloud sites. !__
ARCADIA

Unicorn Smart Orchestrator

- Cloud adaptors to probe

and program underlying
Unicorn Overlay Cross-Cloud Network infrastructure.

: - Taps into auto-scaling

O - .
-I Kubernetes Networking |» ------------- e Kubernetes Networking |»- offered by cloud offe rings
| : | to estimate and assess
Kub ' ' : ' ' ' Kub . . .
Master | | App1 | | App2 || App3 App1 | | App2 | App3 | ||\aster app elasticity behavior
Bin/ Libs | | Biny Libs | | Biny Libs Bin/ Libs | | Bin/ Libs | |Bin/ Libs and scalin g effects.
| Docker Container Engine | | Docker Container Engine |
| Operating System (Core0s, Ubuntu core) | | Operating System (Core0s, Ubuntu core) | - Cross-cloud network
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Unicorn Technology Stack

Underlying kernel for the containerized environment is CoreOS which
enables fast boot times and secure-out-of-the Docker runtime.

Unicorn Smart Orchestrator

,---| Kubernetes Networking I-

Kub : ' '
Master [ | ApP1 | | App2 | | App3

Bin/Libs | | Bin/Libs | |Bin/ Libs

Docker Container Engine

Operating System (Core0S, Ubuntu core)
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---------------------------- Kubernetes Networking |-- -

' ' : Kub
App 1 App2 | | APP3 | | Master

Bin/ Libs | | Bin/Libs| |Bin/ Libs

Docker Container Engine

| Operating System (Core0S, Ubuntu core) l

Alliance

Unicorn “side-car”
services

- Orchestrator service for
HA host management.

- Low-cost and self-
adaptive monitoring to
reduce network traffic
propagation.

- Security service to filter
network traffic and

apply privacy
preserving ruling.
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“Unicorn: A Novel Framework for
Model-driven Security for Multi-
cloud Services”
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Goals of this research

Drive the selection, tuning, and reconfiguration of security
solutions to high-level user requirements

Declarative specification of security requirements,
configuration, reporting, event handling

— Perimeter security
— Continuous risk assessment

Platform to translate requirements into appropriately
configured cloud security solutions & deployments

Automated DoS defense mechanism, elasticity driven

Evaluation using GCP cross-region deployment

5th Workshop on CrossCloud
Infrastructures & Platforms
(CrossCloud 2018), April 23, 2018



Security meta-model UML class
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5th Workshop on CrossCloud
Infrastructures & Platforms
(CrossCloud 2018), April 23, 2018



"‘m SecunityConfigurationxmi &2

~ K platform:/resource/vulnerability/model/SecurityConfigurationxmi
v < Security Model WebAppSecurityConfiguration
<+ Perimeter Security Configuration WebAppPerimeterSecConfig
< Risk Assessment Configuration WebAppRiskAssessConfig
> &) platform:/resource/vulnerability/model/vulnerability.ecore

Ecore | Problems |

[ Properties 53 Problems

Property Value
Categories '= server-webapp, server-apache
Endpoint =
Flavour '= speed+accuracy
Id '= WebAppPerimeterSecConfig
Intrusion Handling Type L= IP5 (Intrusion Prevention System)
Location "= DS at balancer
Response "= report and fire rule

Perimeter security configuration

Modeled

application
AN

www

N\ 2/

| T HTTP requests

Apache2 HTTP server _—
configured for CGI

Worker

v I

#, SecurityConfiguration.xmi £2

w || platform:/resource/vulnerability/rmodel/SecurityConfiguration.xmi
w4 Security Model WebAppSecurityConfiguration
< Perimeter Security Configuration WebAppPerimeterSecConfig
| < Risk Assessment Configuration WebAppRiskAssessConfig
5 f8] platform:/resource/vulnerability/model/vulnerability.ecore

Ecore | Problems |

[C] Properties &2 Problems
Property Value
Access Mode "= NORMAL
Accuracy Level = HIGH
Compenent Mames =
Frequency Unit = WEEKS
Frequency Value =10
Id = WebAppRiskAssessConfig
Mode = INTERMNAL
Performance Level "= HIGH
Response = report to administrater

Risk assessment configuration

Application topology model
(TOSCA, CAMEL, etc.)

\\ CGI script performs computation

CGI Script

for each HTTP request

5th Workshop on CrossCloud Infrastructures & Platforms (CrossCloud 2018), April 23, 2018



Application security-configuration
models

ﬂlm SecunityConfiguration.xmi &3

w  |¥] platferm:/rescurcefvulnerability/model/Security Configuration.xmi
w4 Security Model WebAppSecurityConfiguration
<+ Perirmeter Security Configuration WebAppPerimeterSecConfig
<= Risk Assessment Configuration WebAppRiskAssessConfig
» @) platform:/resourcefvulnerability/model Avulnerability.ecore

Ecore | Problems |

i Properties &3 Problems
Property Value
| Categories '= server-webapp, server-apache-elastic
Endpoint =
Flavour '= cpeed+accuracy
Id = WebAppPerimeterSecConfig

Intrusion Handling Type U= |P5 {Intrusion Prevention Systemn)

Location 1= D% at balancer

Response e

report and fire rule

5th Workshop on CrossCloud
Infrastructures & Platforms
(CrossCloud 2018), April 23, 2018
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w || platfoerm:/resource/vulnerability/model/SecurityConfiguration zomi
w4 Security Model WebAppSecurityConfiguration
<= Perimeter Security Configuration Web&ppPerimeterSecConfig
| 4= Risk Assessment Configuration WebAppRiskAssessConfig
» &) platform:/resourcefvulnerability/model/vulnerability.ecore

Ecore| Problems |

i=| Properties &3 Problems
Property Walue
Access Mode = MORMAL
Accuracy Level = HIGH
Component Mames =
Frequency Unit = MINUTES
Frequency Value =50
Id = WebAppRiskAssessConfig
Maode "= INTERMAL
Performance Level = HIGH
Response L= report to administrator



Cross-region deployment

Configure IDS to forward to load-balancer IP : ) GDOQ'E Cloud

us-west
us-central Load

N \ Forwarding rule
: traffic
4 vCPU, 15GB mem ) { X\
instances

8 vCPU, 30GB mem ihforipation

IDS reporting custom metric

(worker ID, name, zone, project) & l j/ Wor GN]
expected load avg (attack strength) [0-100]
| worker 1\yorker 2

Autoscale policy: '
* Scale if expected load avg (ELA) > x % 1 VCPU, 375GB mem
 Add # workers to reduce ELA< x % Stackdriver monitoring

\ Google Target-pool ]

5th Workshop on CrossCloud
Infrastructures & Platforms
(CrossCloud 2018), April 23, 2018



Average CPU utilization of application
VMs (workers) under increasing load

worker CPU - 1 worker average worker CPU - 8 workers
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seconds seconds

e Degree of elasticity driven by prediction of load (CPU) placed by traffic

Important to be able to predict imminent DoS attack and its strength

5th Workshop on CrossCloud
Infrastructures & Platforms
(CrossCloud 2018), April 23, 2018
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Thank you!
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