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• to facilitate the design and deployment of cloud applications 
and services by developing a security and elasticity by design 
framework.

• to improve developers’ productivity by reducing cloud 
application design time via code annotations and blueprints 
for security.

• to prove the applicability and value of the UNICORN results, 
demonstrating against a pre-defined set of use cases.

Unicorn Objectives
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What is Unicorn?

• A framework that allows the design and deployment
of secure and elastic by design cloud applications
and services.
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What is Unicorn?
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What is Unicorn?
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What is Unicorn?
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True Multi-Cloud Deployment



What is Unicorn?
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Project Status
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• Platform is available as closed beta
• Development of all functionalities has concluded

– Currently integrating updates and fixed on 
functionalities

• Validating Unicorn
– through 4 Real Life Demonstrators
– though a contest where 12 companies are using 

Unicorn



Unicorn Security Service

Unicorn Overview 9



Unicorn Security Service

Unicorn Overview 10



Unicorn Security Service

Unicorn Overview 11
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Security Annotations
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@UnicornIDSRule(snortRule="alert icmp any any -> 
$HOME_NET any (msg:\"ICMP test detected\"; 
GID:1; sid:10000001; rev:001;)")

@Override

@Deprecated



Security Annotations
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• @UnicornIDSRule(“SnortRule”)

• @UnicornIDSRuleset(“SnortRulesetPath”) 

• @UnicornIDSPredefinedRuleset(“SnortRulesetNa
me”) 



IDS Rulesets
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Performance testing
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• Dataset from the Canadian Institute for Cybersecurity comprising labelled 
network flows, including full packet payloads in pcap format
– 5 days of traffic
– 25 users
– HTTP, HTTPS, FTP, SSH and email
– Brute Force FTP, Brute Force SSH, DoS, Heartbleed, Web Attack, Infiltration, 

Botnet and DDoS

• Google cloud platform 
– VM instance of type n1- standard-1
– Snort in NIDS mode
– Test application (a web server that renders a webpage that uses a cgi script)

• Snort configured in two ways:
– Application-specific manner 
– Default configuration (baseline)



Performance testing
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Performance testing
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Performance testing

Unicorn Overview 20



Performance testing
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Thank you!
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