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MOTIVATION: PRIVACY IN CLINICAL DOMAIN
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MOTIVATING EXAMPLE: NEWBORN SCREENING
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PRIVACY BY DESIGN VIA CLINICAL WORKFLOWS

Clinical Workflow includes

a series of tasks for clinical services
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RESEARCH PROBLEM

* Transforming non-privacy-aware clinical WFs into privacy-aware ones
* Privacy-aware WF is compliant with:

1. privacy principles based on the EU General Data Protection
Regulation (GDPR)

2. privacy policies by healthcare providers

3. privacy preferences of data subjects (patients)
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(1) INTEGRATE CONCEPTS

Clinical Workflow W m -
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PRIVACY PRINCIPLES BASED ON GDPR

GDPR, Europe’s Data Privacy Law, Is
So Long and Boring It Could ‘Sedate a
Buffalo’

By Sissi Cao - 06/04/18 2:02pm

00000

WHY DO YOU GET THAT LOOK
WHENEVER WETALK ABOUT
GDPR COMPLIANCE?

® marketoonist.com
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PRIVACY PRINCIPLES BASED ON GDPR

* Purpose Specitication: Personal data be collected for specified purposes

* Consent Check: Data processing is lawful with an explicit consent of a data

subject. (e.g. optional procedures like newborn screening)

* Limited Retention Period: Personal data be kept for no longer than is necessary

* Data Minimization: Personal data be limited to what is necessary
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Privacy-aware Clinical Workflow (PaCW) Ontology
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Privacy-aware Clinical Workflow (PaCW) Ontology
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Privacy-aware Clinical Workflow (PaCW) Ontology
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Privacy Domain

PACW ONTOLOGY

PrivacyRule

Data

+ datald: int

+ dataCategory: String

+ retention: Strin

+ ruleld: int User
+ user: User > + userld: int
+ data: Data + userRole: Strin

+ purpose: Strin

PrivacyPolicy

+ condition: bool |

PrivacyPreference

+ consentStatus: bool |

S.l. Besik, Building Privacy Awareness into Clinical Workflows, June 19, 19

10 /30



Privacy Domain

PACW ONTOLOGY

PrivacyRule

Data

+ datald: int

+ dataCategory: String

+ retention: Strin

+ ruleld: int User
+ user: User > + userld: int
+ data: Data + userRole: Strin

PrivacyPolicy

+ condition: bool |

+ purpose: Strin

PrivacyPreference

+ consentStatus: bool |
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(2) FORMALIZE PRIVACY RULES
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PRIVACY POLICY

|||||
4

Episode Vil

[HE LAST JEDN

We have updated and extended
our Privacy Policy as part of ourx

ongoing commitment %o be
transparent about how we use

your data and keep It safe.
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PRIVACY POLICY

1]
4

 what data is collected
e who can use it for what purposes
* the modality of data processing, whether it is obligatory or voluntary

e how long it is retained

Heallthcare Polienks
Provider
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PRIVACY POLICY
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Definition 1 [Consent Privacy Policy]
A consent privacy policy PC consists of rules represented as 2-tuple
pc = (purpose, requiresConsent), where:

e purpose is the reason for which data is accessed;

* requiresConsent € {true, false}

Example:
P1: An explicit consent is required for newborn hearing screening.

formal representation ?
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Definition 1 [Consent Privacy Policy]
A consent privacy policy PC consists of rules represented as 2-tuple
pc = (purpose, requiresConsent), where:

® pUrpOs

. [ J
A‘

s the reaspn for which data is accessed;

e requiresConsét.c [true, false}

Example:

P1: An explicit consentds requiredforewborn hearing screening.>

formal representation ?

S.1. Besik, Building Privacy Awareness into Clinical Workflows, June 19, 19 13 /30



Definition 1 [Consent Privacy Policy]
A consent privacy policy PC consists of rules represented as 2-tuple
pc = (purpose, requiresConsent), where:

e purpose is the reason for which data is accessed;

* requiresConsent € {true, false}

Example:
P1: An explicit consent is required for newborn hearing screening.

formal representation ?

(newborn-hearing-screening, true)
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Definition 2 [Data Minimization Privacy Policy]
A data minimization privacy policy PD consists of rules represented as 4-tuple
pd = (user, purpose, data, condition), where:

e user is the set of individuals who access the personal data;

* data is a set of data objects;

e condition indicates additional conditions.

Example:
P2: A pediatrician can access the result of the lab examination only if the result is abnormal

for blood screening.
iformal representation ?
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Definition 2 [Data Minimization Privacy Policy]
A data minimization privacy policy PD consists of rules represented as 4-tuple
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Definition 2 [Data Minimization Privacy Policy]
A data minimization privacy policy PD consists of rules represented as 4-tuple
pd = (user, purpose, data, condition), where:

e user is the set of individuals who access the personal data;

* data is a set of data objects;

e condition indicates additional conditions.

Example:
P2: A pediatrician can access the result of the lab examination only if the result is abnormal

for blood screening.
¢forma| representation ?

(pediatrician, blood-screening, examination-result, examination-result.isAbnormal)
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Definition 3 [Retention Privacy Policy]
A retention privacy policy PR consists of rules represented as 4-tuple
r = (user, purpose, data, retention), where:

e retention is the period of time the data is stored.

Example:

P3: A hospital can save results for the purpose of hearing screening with a

retention limit by 3 years.

¢forma| representation ?
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Definition 3 [Retention Privacy Policy]
A retention privacy policy PR consists of rules represented as 4-tuple

r = (user, purpose, datg, retention), where:

owith a

¢forma| representation ?
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Definition 3 [Retention Privacy Policy]
A retention privacy policy PR consists of rules represented as 4-tuple
r = (user, purpose, data, retention), where:

e retention is the period of time the data is stored.

Example:

P3: A hospital can save results for the purpose of hearing screening with a

retention limit by 3 years.
¢forma| representation ?

(hospital, hearing-screening, result, 3 years)

S.1. Besik, Building Privacy Awareness into Clinical Workflows, June 19, 19 15 / 30



Privacy Preference: expresses a data subject’s (patients) preferences on

sharing / processing their personal data

INTLU&EIJ Preference

Heallthcare — — Pakiewks
Provider
/
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Definition 4 [Privacy Preference]

A privacy preference R consists of rules represented as 6-tuple

r = (dataSubject, user, purpose, data, duration, ), where:
e dataSubject is the individual whom personal data is about;
e duration is the duration of preference;

. is the entry date of preference.

Example:

R1: Alice gives consent that only pediatrician Bob can perform hearing screening

for 6 months on June 19, 2019.
*formal representation ?
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Definition 4 [Privacy Preference]
A privacy preference R consists of rules represented as 6-tuple

r = (dataSubject, user, purpose, data, dusation, entryDate), where:
® d / '

ubject is the Inthyvidual whom-personal da/! is about:

e dyration is the duration {f prefergh

ntryDate is the entry date\oipreferen

@gives conent thatgnly pediatrician Bob>can perform hiearing screening

¢forma| representation ?
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Definition 4 [Privacy Preference]

A privacy preference R consists of rules represented as 6-tuple

r = (dataSubject, user, purpose, data, duration, entryDate), where:
e dataSubject is the individual whom personal data is about;
e duration is the duration of preference;

e entryDate is the entry date of preference.

Example:

R1: Alice gives consent that only pediatrician Bob can perform hearing screening

for 6 months on June 19, 2019.
¢forma| representation ?

(Alice, only Bob, hearing-screening, any, 6months, 2019-06-19)
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(3) CHECK PRIVACY COMPLIANCE & TRANSFORM

INTO PRIVACY-AWARE CLINICAL WORKFLOW (PACW)

Clinical Workflow
(Daka-Aware Workflow)

|

O

}Hﬂ

-

PaCW
ﬂhl:nlx:.-gj
(3) Check Privacy
Compliance &
Transform in PaCW

‘Prtv&cv-AmﬁrE Clinical Nnrkfi.om (PaCiW)
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Clinical Workflow
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Clinical Workflow => Daka Aware Worlkflow
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e =

Data Subject Preference
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2 — I
Priva cy-Aware Case

O©-»@
% 3 —p  compliant with Purpose Specification Principle

Data-Aware WF

compliant with

| o B
] é z + g + @ + 7 —®  Consent Check

. . . Principle
| Data-Aware WF  Policy Data Subject  Preference

]\
| compliant with Data Minimization Principle
|

lcompliant with Limited Retention Principle
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Privacy-Aware Case

O©-»@
a 3 —p  compliant with Purpose Specification Principle

Data-Aware WF

compliant with

Cé)@% + _g + @ + 7 —®  Consent Check

. . . Principle
Data-Aware WF  Policy Data Subject  Preference

V

|compliant with Data Minimization Principle
|

Icompliant with Limited Retention Principle
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PURPOSE SPECIFICATION COMPLIANCE CHECK

| Data ~ — a set of data associations
OFET‘&.HDM D — a set of data objects
L Task p — a purpose
x |
: | data, purpose A _'(‘b; F)
| ME)Y =D A (F = p
Data | Vier, (§) 0
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PURPOSE SPECIFICATION COMPLIANCE CHECK

; Data E of dat akions
Operation of d
L Task _
N

| data, purpose

f
I
|
I'
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PURPOSE SPECIFICATION COMPLIANCE CHECK

I 'Dﬂl!ﬂ.
Opern.l'i.cm
L Task
| _ b
: | data, purpose purpose =
r -
Dala |

S.1. Besik, Building Privacy Awareness into Clinical Workflows, June 19, 19 22 /30



PURPOSE SPECIFICATION COMPLIANCE CHECK

I 'Dﬂl!ﬂ.
Opern.l'i.cm
L Task
| _ b
: | data, purpose purpose =
r -
Dala |
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COMPLIANCE WITH CONSENT CHECK (1)

During design time: Consent Check Pattern

checlke
consenk

J<° 5

X

consenl, purpose

<«<Precedesr>

Data Operation

Task requiring

consenk

A <<Precedes>> B means that B can occur only if A occurred before.
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COMPLIANCE WITH CONSENT CHECK (1)

Consent privacy policy includes:
check ; X ® Data GFEMJ:LGIJ P Y P Y
consent «Precedes»s | 12K “E"I“""‘“ﬁl (purpose, requiresConsent = true)

consenk

- | B /'
N AN
| _
I

————— consent, purpose - — — — —| data, purpose

Given a Data-aware WF, check Consent Check Pattern predeces Data Operation Task
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COMPLIANCE WITH CONSENT CHECK (1)

Consent privacy policy includes:
check ; X ® Data GFEMJ:LGIJ P Y P Y
consent «Precedes»s | 12K “E"I“""‘“ﬁl (purpose, requiresConsent = true)

consenk

- | B /'
N AN
| _
I

————— consent, purpose - — — — —| data, purpose

\ vt e F, (A (f), true) € PC => SCAN (t) = true

Given a Data-aware WF, check Consent Check Pattern predeces Data Operation Task
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COMPLIANCE WITH CONSENT CHECK (1)

) Consent privacy policy includes:
check > X i Data Operation
consent «Precedes»s | 12K "E"I“"’"“ﬁl (purpose, requiresConsent = true)

consenk

- | B [V
N AN
| _
I

————— consent, purpose - — — — —| data, purpose

\ vteF (A (t) = true

Given a Data-aware WF, check Consent Check Pattern predeces Data Operation Task
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COMPLIANCE WITH CONSENT CHECK (1)

) Consent privacy policy includes:
check > X i Data Operation
consent «Precedes»s | 12K 1"‘E“’I""'*""""""‘i‘l (purpose, requiresConsent = true)

consenk

- | B /'
N AN
| _
I

_____ consenlk, purpose "S- _dnta, purpose

Given a Data-aware WF, check Consent Check Pattern predeces Data Operation Task

created a function traversing all sequence flows reaching Data Operation Task
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COMPLIANCE WITH CONSENT CHECK (2)

—

Daka
Opera.l:iuh
Task

Consent privacy policy includes:

p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|
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COMPLIANCE WITH CONSENT CHECK (2)

—

Daka
Opera.l:i.uh
Task

Consent privacy policy includes:

p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|

& N J

During run time: Check Privacy Preferences

©-.

DataSubject  Preference
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COMPLIANCE WITH CONSENT CHECK (2)

—

Daka
Opera.l:i.uh
Task

Consent privacy policy includes:

p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|

& N J

During run time: Check Privacy Preferences

© .

DataSubject  Preference
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COMPLIANCE WITH CONSENT CHECK (2)

!

Lawne

Data

Opera.l:i.uh

Task

Consent privacy policy includes:

p (purpose, requiresConsent = true)

| daka, purpose

| Data
N

During run time: Check Privacy Preferences

@ + . r = (DataSubject, user, purpose, data, duration, entryDate) ?
:

DataSubject

Preference
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COMPLIANCE WITH CONSENT CHECK (2)

Data Consent privacy policy includes:
| Operation
\ T“;“ p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|

T

\ N

During run time: Check Privacy Preferences

@ + . r = (DataSubject, user, purpose, data, duration, entryDate) ?
|

DataSubject  Preference
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COMPLIANCE WITH CONSENT CHECK (2)

Data Consent privacy policy includes:
| Operation
\ T“;“ p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|

T

\ N

During run time: Check Privacy Preferences

@ + . r = (DataSubject, user, purpose, data,«duration, entryDate) ?
|

DataSubject  Preference
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COMPLIANCE WITH CONSENT CHECK (2)

Data Consent privacy policy includes:
| Operation
\ T“;“ p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|

T

\ N

today - entryDate >= duration

During run time: Check Privacy Preferences

@ + . r = (DataSubject, user, purpose, data,«duration, entryDate) ?
|

DataSubject  Preference
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COMPLIANCE WITH CONSENT CHECK (2)

Data Consent privacy policy includes:
| Operation
\ T“:" p (purpose, requiresConsent = true)

| daka, purpose

Lane
]
|
|

T

\ N

today - entryDate >= duration

v

During run time: Check Privacy Preferences valid

@ + = r = (DataSubject, user, purpose, data,duration, entryDateV
I

DataSubject  Preference
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TRANSFORMATION

predefined transformation actions for the privacy violations

captured during compliance check

Purpose Specification: at least one specific purpose for each data operation
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TRANSFORMATION

predefined transformation actions for the privacy violations

captured during compliance check

Purpose Specification: at least one specific purpose for each data operation
When no purpose specified = privacy violation

transformation action =—§» return message as a warning
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TRANSFORMATION - CONSENT CHECK

Some tasks are legitimate only with an explicit consent of a data subject.

consent required, but no consent == privacy violation
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TRANSFORMATION - CONSENT CHECK

Some tasks are legitimate only with an explicit consent of a data subject.

consent required, but no consent == privacy violation

transformation action = adding consent check pattern beforehand

checle Yes Data ﬂPE’I‘ﬁELﬁh
consent b Pl Task requiring
<<Precedes>>

consenk

————— data, purpose

————— consent, purpose
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TRANSFORMATION - CONSENT CHECK

Some tasks are legitimate only with an explicit consent of a data subject.

consent required, but no consent == privacy violation

transformation action = adding consent check pattern beforehand

checle yes Dala Dpeml:i.ah
consent b Pl Task requiring
<<Precedes»>

consenk

_____ consenk, purpose - — — — —| data, purpose
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EXAMPLE: HEARING PROCEDURE -
BEFORE TRANSFORMATION

d:hear screening| !
medical data, E—
p:hear screening| !

maternity clinic
pediatrician

& :
Q > perform hearing
> screening
. r I
newborn arrives N p

O

d:result,
p:hear screening
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EXAMPLE: HEARING PROCEDURE -
BEFORE TRANSFORMATION

£ °
Q > perform hearing >O
screening :
. ' > !
newborn arrives k )

! — PMTFOSQ
d:hear screening| ! .| d:result, R
! - p:hear screening

medical data, S— :
p:hear screening| | R —
i

maternity clinic
pediatrician

P1: An explicit consent is required for newborn hearing screening procedure.

(hearing-screening, true) € Consent Policy
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EXAMPLE: HEARING PROCEDURE -
BEFORE TRANSFORMATION

& )

O Q »| perform hearing >O
c|c X screening :
T2 newborn arrives !
| .5 AN 2 ;
25 — L | PMTFOSQ
cC|© 1 : . /|
oo d:hear screening| ! , | d:result, w
=18 medical data, | ' | p:hear screening
- p:hear screening| ! L

- - HIS €--

P1: An explicit consent is required for newborn hearing screening procedure.

(hearing-screening, true) € Consent Policy

check Consent Check Pattern predeces “perform hearing screening” ?
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EXAMPLE: HEARING PROCEDURE -
BEFORE TRANSFORMATION

& -
O Q »| perform hearing >O
c|c X screening :
T|.B newborn arrives !
| .5 NG 2 ;
= — A | PMT?OSQ
cC|© | : . /|
oo d:hear screening| ! , | d:result, w
=18 medical data, | ' | p:hear screening
- p:hear screening| ! L
- - HIS €--

P1: An explicit consent is required for newborn hearing screening procedure.

(hearing-screening, true) € Consent Policy

check Consent Check Pattern predeces “perform hearing screening” X
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HEARING PROCEDURE - AFTER TRANSFORMATION

rule triggered due to performing hearing screening without consent check

corrective action: add consent check pattern beforehand

parent

consent no /éh )
O perform hearing O
C| c : 1
= screening
© es
21G d:consent, y r > :
2|5 p:hear screening AN S
c | — —
JTARS d:hear screening| , | diresult, |
g Q & & medical data, | ! p:hear screening
Q inform parents and check consent p:hear screening| | v
ask for consent ! <---
newborn arrives | | TEEET HIS
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SUMMARY

Clinical Workflow w
(Daka-Aware Worlkflow)

{ _
O‘D/ f%W () mi(;» O
J

Conc [: - O
ﬁ D | Buitd o'mjg PO O’\ D
PaCW
m Ontology
ComFLthca &

{

(2) Formalize

'Privncj Rules i——b

Transform tn PaCW

!

% :

Privacy-Aware Clinical Workflow (PaCW)
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SUMMARY

Clinical Workflow
(Daka-~Aware Workflow)

|

/ f W ST Sy O\ -_% (2) Formalize
ﬁ b Buiu; ﬁf&f{fm D Of O"\ —D Privacy Rules —D
PaCW
m ﬂuﬁolagj

Transform tn PaCW

!

5 5

(3) Check Privac
 $ Com;i.iah;eu; ‘JK‘

Privacy-Aware Clinical Workflow (PaCW)
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