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WordPress	
  DB	
  
	
  

PHP	
  RunIme	
  
	
  

VM	
  1	
  
(Ubuntu	
  Linux)	
  

	
  

VM	
  2	
  
(Ubuntu	
  Linux)	
  

	
  

MySQL	
  
Database	
  Server	
  

connects	
  to	
  

hosted	
  on	
   hosted	
  on	
  

hosted	
  on	
   hosted	
  on	
  

connect()	
  

install()	
  

create()	
   create()	
  

install()	
  

install()	
  

install()	
  

Cloud	
  Infrastructure	
  Provider	
  
(e.g.,	
  AWS)	
  

Shell	
  
Script	
  

Workflow	
  

Chef	
  
Cookbook	
  

Shell	
  
Script	
  

Chef	
  
Cookbook	
  

Overarching	
  
Provisioning	
  Plan	
  or	
  
Topology	
  Model	
  



3	
  ©	
  Johannes	
  WeGnger,	
  IAAS	
  

Why	
  Provisioning	
  Automa;on?	
  

Ops	
  Personnel	
  /	
  
Cloud	
  Service	
  Creator	
  

Deployable	
  
App	
  Model	
  

De
vO

ps
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App	
  
Instances	
  App	
  

Instances	
  

Dev.,	
  
Test,	
  
Prod.,	
  
…	
  

App	
  
Arch.	
  

App	
  
Design	
  

App	
  
Code	
  

Architects	
  &	
  
Developers	
  

Fast	
  and	
  frequent	
  
releases	
  
require	
  

Efficient	
  and	
  Ight	
  
collaboraIon	
  
requires	
  

holis;c	
  automa;on!	
  

Plethora	
  of	
  provisioning	
  automaIon	
  possibiliIes	
  
	
  

à	
  Explosion	
  of	
  tools,	
  arIfacts,	
  techniques,	
  
providers,	
  etc.	
  …	
  and	
  combina;ons!	
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Docker	
  
images	
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cookbooks	
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Puppet	
  
modules	
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What	
  we	
  need:	
  
	
  

SystemaIc	
  classificaIon	
  of	
  
provisioning	
  automaIon	
  approaches	
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Enables	
  decision	
  support	
  
	
  

…	
  leading	
  to	
  informed	
  decisions	
  J	
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One	
  Dimension:	
  Level	
  of	
  Dependencies	
  

Tooling-­‐dependent:	
  
	
  
Approach	
  depends	
  on	
  certain	
  tools,	
  
but	
  may	
  be	
  used	
  in	
  conjuncIon	
  
with	
  different	
  providers.	
  

Standards-­‐based:	
  
	
  
Approach	
  is	
  based	
  on	
  standards	
  
and	
  thus	
  does	
  not	
  depend	
  on	
  
parIcular	
  tools	
  or	
  providers.	
  

+	
  	
  	
  	
  Level	
  of	
  Dependencies	
  	
  	
  	
  -­‐	
  

TOSCA	
  

OVF	
  

Provider-­‐dependent:	
  
	
  
Approach	
  depends	
  on	
  a	
  parIcular	
  provider	
  
in	
  terms	
  of	
  service	
  offerings,	
  APIs,	
  etc.	
  
It	
  may	
  further	
  depend	
  on	
  provider-­‐specific	
  
tooling	
  such	
  as	
  SDKs,	
  CLIs,	
  etc.	
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Another	
  Dimension:	
  Level	
  of	
  Virtualiza;on	
  

+	
  	
  	
  	
  Level	
  of	
  VirtualizaIon	
  	
  	
  	
  -­‐	
  

Hardware	
  Virtualiza;on:	
  
	
  
Hypervisor/VMM	
  (para-­‐	
  vs.	
  full	
  virtualizaIon)	
  

EC2	
  

OVF	
  

OS	
  Virtualiza;on:	
  
	
  
Containers:	
  process	
  isolaIon,	
  filesystem	
  
isolaIon,	
  …	
  

Middleware	
  Virtualiza;on:	
  
	
  
PaaS:	
  middleware	
  provided	
  as	
  a	
  service	
  
(DBaaS,	
  Messaging-­‐as-­‐a-­‐Service,	
  …)	
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Yet	
  Another	
  Dimension:	
  Code	
  vs.	
  Image	
  

	
  	
  	
  Image 	
   	
   	
   	
   	
   	
   	
   	
  	
  Code	
  

TOSCA	
  OVF	
  

EC2	
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And	
  Yet	
  Another	
  Dimension:	
  Infrastructure-­‐	
  vs.	
  App-­‐centric	
  

In
fr
as
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tu
re
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en

tr
ic
	
  

	
  
	
  	
  	
  
	
  	
  	
  
	
  A
pp

-­‐c
en

tr
ic
	
  

TOSCA	
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Further	
  dimensions	
  may	
  consider	
  …	
  

n  Infrastructure-­‐centric	
  vs.	
  ApplicaIon-­‐centric	
  
n  E.g.,	
  CloudFormaIon	
  templates	
  vs.	
  Juju	
  bundles	
  

n  DeclaraIve	
  vs.	
  ImperaIve	
  
n  E.g.,	
  CloudFormaIon	
  templates	
  vs.	
  TOSCA	
  plans	
  

n  …	
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Deep	
  Dives	
  

Script-­‐based	
  
configuraIon	
  
management	
  

OS-­‐level	
  
container	
  

virtualizaIon	
  

AWS	
  infrastructure	
  
topology	
  modeling	
  

orchestra5on	
  

combina5on	
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Chef	
  in	
  a	
  Nutshell	
  

n  ConfiguraIon	
  of	
  resources	
  captured	
  defined	
  by	
  Recipes	
  
using	
  a	
  Ruby	
  DSL	
  
n  DeclaraIve:	
  ensure	
  that	
  MySQL	
  server	
  is	
  installed	
  
n  ImperaIve:	
  apt-get install mysql-server	
  

n  Recipes	
  are	
  bundled	
  in	
  Cookbooks	
  

n  Chef	
  (server	
  &	
  client)	
  is	
  free	
  and	
  open-­‐source!	
  

n  Hosted	
  Chef	
  (paid	
  offering)	
  =	
  “Chef-­‐as-­‐a-­‐service”	
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Virtual	
  Machine	
  

Desired	
  State	
  
(e.g.,	
  WordPress	
  
runs	
  on	
  Ubuntu)	
  

Original	
  State	
  
(e.g.,	
  plain	
  Ubuntu)	
  

Run	
  recipe	
  
to	
  reach	
  

desired	
  state	
  

If	
  error	
  occurs	
  on	
  
execu5on	
  of	
  AX	
  

Inconsistent	
  State	
  
(e.g.,	
  only	
  DB	
  is	
  

running)	
  

Chef	
  Recipe	
  

AcIon	
  A1	
  

AcIon	
  A2	
  

AcIon	
  A3	
  

…	
  

Run	
  idempotent	
  recipe	
  
again	
  to	
  converge	
  VM	
  to	
  

desired	
  state	
  

Convergent	
  Provisioning	
  Automa;on	
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Chef	
  Recipes,	
  Nodes,	
  Run	
  Lists,	
  and	
  Adributes	
  

… 
 
directory "/tmp/folder" do 
  owner "root" 
  group "root" 
  mode 0755 
  action :create 
end 
 
package "mysql" do 
  version node["mysql_ver"] 
end 
 
http_request "delete_resource" do 
  url "http://…/some_resource" 
  action :delete 
end 
 
Bash "mysqltuner" do 
  user "root" 
  code <<-EOH 
  apt-get install mysqltuner 
  EOH 
end 
 
… 

Node,	
  
e.g.,	
  a	
  VM	
  Node,	
  
e.g.,	
  a	
  VM	
  Node	
  

(VM)	
  

Run	
  List:	
  
-­‐	
  apache	
  
-­‐	
  mysql	
  
-­‐	
  …	
  

Adributes:	
  
-­‐	
  mysql_ver	
  =	
  ‘5.5’	
  
-­‐	
  …	
  

Recipes:	
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Chef	
  Data	
  Bags	
  (to	
  wire	
  components	
  etc.)	
  

… 
 
ipAddr = data_bag_item( 
             "dbEndpoint", "ip") 
 
… 
 
template "/…/my-app/config.php" do 
  source "config.php.erb" 
  owner "www" 
  variables({ 
     :endpoint_address => ipAddr 
  }) 
end 
 
… 

Node,	
  
e.g.,	
  a	
  VM	
  Node,	
  
e.g.,	
  a	
  VM	
  Node	
  

(VM)	
  

Run	
  List:	
  
-­‐	
  apache	
  
-­‐	
  mysql	
  
-­‐	
  …	
  

Adributes:	
  
-­‐	
  mysql_ver	
  =	
  ‘5.5’	
  
-­‐	
  …	
  

Recipes:	
  

Data	
  Bags	
  

dbEndpoint:	
  
-­‐	
  ip	
  =	
  ‘1.2.3.4’	
  
-­‐	
  …	
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Community:	
  
~	
  1500	
  

cookbooks	
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Who’s	
  using	
  Chef?	
  

More:	
  hMp://www.getchef.com/customers	
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Docker	
  in	
  a	
  Nutshell	
  

n  VirtualizaIon	
  on	
  OS	
  level	
  
n  No	
  hypervisor,	
  no	
  separate	
  guest	
  OS	
  

	
  
n  Host	
  (VM	
  or	
  physical	
  machine)	
  runs:	
  

n  Docker	
  daemon	
  (service	
  with	
  RESTful	
  API)	
  
n  Docker	
  containers	
  

n  Isola5on	
  in	
  terms	
  of	
  processes,	
  filesystem,	
  networking	
  

n  Dockerfile	
  =	
  imperaIve	
  build	
  plan	
  for	
  containers	
  

n  Fine-­‐grained	
  container	
  snapshots	
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Virtualiza;on:	
  VMs	
  vs.	
  Containers	
  

VM	
  
Container	
  



26	
  ©	
  Johannes	
  WeGnger,	
  IAAS	
  

Snapshot-­‐based	
  Provisioning	
  Automa;on	
  

	
  
	
  

Docker	
  Container	
  

Desired	
  State	
  
(e.g.,	
  WordPress	
  
runs	
  on	
  Ubuntu)	
  

Original	
  State	
  
(e.g.,	
  plain	
  Ubuntu)	
  

Run	
  build	
  instruc5ons	
  
to	
  reach	
  desired	
  

state	
  

“Build	
  Docker	
  Container”	
  

…	
   …	
  

If	
  error	
  occurs	
  on	
  execu5on	
  
of	
  AX	
  à	
  run	
  CAX	
  à	
  run	
  AX	
  

again	
  
à	
  con5nue	
  with	
  following	
  

ac5ons	
  

Inconsistent	
  State	
  
(e.g.,	
  only	
  DB	
  is	
  

running)	
  

create	
  S0	
  

A1	
  ;	
  	
  create	
  S1	
   CA1	
  :=	
  	
  restore	
  S0	
  

A2	
  ;	
  	
  create	
  S2	
   CA2	
  :=	
  	
  restore	
  S1	
  

State	
  
Snapshots	
  

SX	
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Dockerfile	
  to	
  Deploy	
  WordPress	
  

 
FROM tutum/lamp:latest 
MAINTAINER ... 
 

# Download latest version of Wordpress into /app 

RUN git clone https://github.com/WordPress/WordPress.git /app 
 

# Configure WordPress to connect to local DB 

ADD wp-config.php /app/wp-config.php 
 

# Modify permissions to allow plugin upload 

RUN chmod -R 777 /app/wp-content 
 

# ... 

 

EXPOSE 80 
CMD /run.sh 
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Docker	
  Container	
  Links	
  –	
  via	
  TCP/IP	
  ports	
  

	
  
Docker	
  Container	
  

MySQL	
  

	
  
Docker	
  Container	
  

WordPress	
  

Exposed	
  Port:
3306	
  

Exposed	
  Port:
80	
  

$DB_PORT_3306_TCP_PORT 
$DB_PORT_3306_TCP_ADDR 
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Docker	
  Cluster	
  Management	
  at	
  Scale	
  

n  CoreOS	
  

n  Kubernetes	
  (Google)	
  

n  Decking	
  

n  Flynn	
  

n  Docker	
  +	
  OpenStack	
  

n  …	
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Community:	
  
~	
  14000	
  

“Dockerized”	
  
apps	
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Who’s	
  using	
  Docker?	
  

More:	
  hMp://www.docker.com/resources/usecases	
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Lunch	
  Break	
  J	
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combina5on	
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Possible	
  Combina;on	
  Scenario	
  

n  Chef	
  recipes	
  “usually”	
  run	
  directly	
  on	
  VMs	
  
	
  
n  However,	
  recipes	
  may	
  also	
  run	
  inside	
  containers	
  J	
  

n  E.g.,	
  invoke	
  recipe	
  in	
  Dockerfile:	
  
	
  
# Install mysql server	
  
RUN chef-solo -c ./chef-config.rb -j ./chef-runlist.json 

{ 
  “run_list”: [ 
    “recipe[mysql::server]” 
  ] 
} 
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Further	
  Combina;on	
  Scenarios	
  

n  Use	
  Chef	
  to	
  deploy	
  Docker	
  engine	
  

n  Use	
  Chef	
  server	
  to	
  orchestrate	
  Docker	
  containers	
  

n  Integrate	
  Docker	
  with	
  Chef	
  
to	
  enable	
  snapshot-­‐based	
  provisioning	
  for	
  Chef	
  
n  Recipes	
  do	
  not	
  have	
  to	
  be	
  idempotent	
  J	
  J	
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CloudForma;on	
  in	
  a	
  Nutshell	
  

n  OrchestraIon	
  of	
  Amazon	
  Cloud	
  resources	
  

n  Template	
  (Model)	
  
n  DeclaraIve	
  infrastructure	
  topology	
  
n  JSON-­‐based	
  domain-­‐specific	
  language	
  

n  Stack	
  (Instance	
  of	
  Template)	
  
	
  
n  CloudFormaIon	
  API	
  to	
  manage	
  stacks	
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Orchestra;on	
  of	
  Amazon	
  Cloud	
  Resources	
  

n  EC2	
  
n  Auto	
  Scaling	
  
n  CloudFront	
  
n  CloudWatch	
  
n  DynamoDB	
  
n  ElasICache	
  
n  ElasIc	
  Beanstalk	
  
n  ElasIc	
  Load	
  Balancing	
  
n  IdenIty	
  and	
  Access	
  Management	
  

n  …	
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CloudForma;on	
  Template	
  Structure	
  

{ 
    "Description" : "A text description for the template usage", 
 

    "Parameters" : { 
        // A set of inputs used to customize the template per deployment 

    }, 

 

    "Resources" : { 
        // The set of AWS resources and relationships between them 

    }, 

 

    "Outputs" : { 
        // A set of values to be made visible to the stack creator 

    }, 

 

    "AWSTemplateFormatVersion" : "2010-09-09" 
} 
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“Hello	
  World”	
  Template	
  

{ 
    "Description" : "Create an EC2 instance running the Amazon Linux 32 bit AMI." 
        "Parameters" : { 
        "KeyPair" : { 

            "Description" : "The EC2 Key Pair to allow SSH access", "Type" : "String" 
        } 
    }, 

    "Resources" : { 
        "Ec2Instance" : { 
            "Type" : "AWS::EC2::Instance", 
            "Properties" : { 

                "KeyName" : { "Ref" : "KeyPair" }, 
                "ImageId" : "ami-3b355a52" 
            } 

        } 
    }, 
    "Outputs" : { 
        "InstanceId" : { 

            "Description" : "The InstanceId of the newly created EC2 instance", 
            "Value" : { "Ref" : "Ec2Instance" } 
        } 
    }, 

    "AWSTemplateFormatVersion" : "2010-09-09" 
}  
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Template	
  for	
  WordPress	
  
{ 
  "AWSTemplateFormatVersion" : "2010-09-09", 
   
  "Description" : "WordPress is ...", 
   

  "Parameters" : { 
 

    "DBRootPassword": { 

      "NoEcho": "true", 
      "Description" : "Root password for MySQL", 

      "Type": "String", 

      "MinLength": "1", 

      "MaxLength": "41", 

      "AllowedPattern" : "[a-zA-Z0-9]*", 

      "ConstraintDescription" : "must contain only alphanumeric characters." 
    }, 

     

    "InstanceType" : { 

      "Description" : "WebServer EC2 instance type", 

      "Type" : "String", 

      "Default" : "m1.small", 

      "AllowedValues" : [ "t1.micro", "m1.small", "m1.medium", "m1.large", ... ], 
      "ConstraintDescription" : "must be a valid EC2 instance type." 

    } 

 

    ... 

  }, 
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Template	
  for	
  WordPress	
  
 "Mappings" : { 
    "AWSInstanceType2Arch" : { 

      "m1.small" : { "Arch" : "64" }, 
      ... 

    }, 

 

    "AWSRegionArch2AMI" : { 

      "us-east-1" : { "32" : "ami-31814f58", "64" : "ami-1b814f72" }, 

      ... 
    } 

  }, 

     

  "Resources" : {      
       

    "WebServer": {   
      "Type": "AWS::EC2::Instance", 

      "Metadata" : { 

        "AWS::CloudFormation::Init" : { 

          "config" : { 

            "packages" : { 

              "yum" : { 

                "httpd" : [], 
                "php" : [], 

                ... 

              } 

            }, 
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Template	
  for	
  WordPress	
  

            "sources" : { 
              "/var/www/html" : "http://wordpress.org/latest.tar.gz" 

            }, 

 

            "files" : { 

              "/tmp/setup.mysql" : { 

                "content" : { "Fn::Join" : ["", [ 

                  "CREATE DATABASE ", { "Ref" : "DBName" }, ";\n", 

                  "CREATE USER '", { "Ref" : "DBUsername" }, "'@'localhost' IDENTIFIED BY '", { "Ref" : 
                                                                                       "DBPassword" }, "';\n", 

                  "GRANT ALL ON ", { "Ref" : "DBName" }, ".* TO '", { "Ref" : "DBUsername" }, "'@'localhost';\n", 

                  "FLUSH PRIVILEGES;\n" 

                  ]]}, 

                "mode"  : "000644", 

                "owner" : "root", 

                "group" : "root" 

              }, 

 

              "/var/www/html/wordpress/wp-config.php" : { 

                "content" : { "Fn::Join" : ["", [ 

                  "<?php\n", 

                  "define('DB_NAME',          '", {"Ref" : "DBName"}, "');\n", 

                  "define('DB_USER',          '", {"Ref" : "DBUsername"}, "');\n", 

                  "define('DB_PASSWORD',      '", {"Ref" : "DBPassword" }, "');\n", 

                  "define('DB_HOST',          'localhost');\n" 

                ]] } 

              } 

            }, 
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Template	
  for	
  WordPress	
  

    "Properties": { 
        "ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref" : "AWS::Region" }, 
                        { "Fn::FindInMap" : [ "AWSInstanceType2Arch", { "Ref" : "InstanceType" }, "Arch" ] } ] }, 
 

        "InstanceType"   : { "Ref" : "InstanceType" }, 

        "SecurityGroups" : [ {"Ref" : "WebServerSecurityGroup"} ], 

        "KeyName"        : { "Ref" : "KeyName" }, 

 

        "UserData"       : { ... [ 

          "#!/bin/bash -v\n", 

 

          "# Setup MySQL root password and create a user\n", 

          "mysqladmin -u root password '", { "Ref" : "DBRootPassword" }, "' || error_exit 'Failure …'\n", 

          "mysql -u root --password='", { "Ref" : "DBRootPassword" }, "' < /tmp/setup.mysql || 
                                                                                      error_exit 'Failure …'\n", 
 

          "# Setup correct file ownership\n", 

          "chown -R apache:apache /var/www/html/wordpress\n", 

           

          ... 

 

          "# All is well so signal success\n", 

          "/opt/aws/bin/cfn-signal ..." 

 

        ]]}}         

      } 

    }, 
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Template	
  for	
  WordPress	
  
 
    "WebServerSecurityGroup" : { 

      "Type" : "AWS::EC2::SecurityGroup", 
      "Properties" : { 

        "GroupDescription" : "Enable HTTP access via port 80 and SSH access", 

        "SecurityGroupIngress" : [ 

          {"IpProtocol" : "tcp", "FromPort" : "80", "ToPort" : "80", "CidrIp" : "0.0.0.0/0"}, 

          {"IpProtocol" : "tcp", "FromPort" : "22", "ToPort" : "22", "CidrIp" : { "Ref" : "SSHLocation"}} 

        ] 
      }       

    }           

  }, 

   

  "Outputs" : { 
    "WebsiteURL" : { 
      "Value" : { "Fn::Join" : ["", ["http://", { "Fn::GetAtt" : [ "WebServer", "PublicDnsName" ]} ]] }, 
      "Description" : "WordPress Website" 

    } 

  } 

} 
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Create	
  a	
  WordPress	
  Stack	
  
 "Parameters" : { 
 
    "DBRootPassword": { 
      "NoEcho": "true", 

      "Description" : "Root password for MySQL", 
      "Type": "String", 
      ... 

    }, 
     
    "InstanceType" : { ... }, 
    ... 
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Amazon:	
  
~	
  130	
  

sample	
  templates	
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Who’s	
  using	
  CloudForma;on?	
  

More:	
  hMp://aws.amazon.com/cloudforma5on	
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orchestra5on	
  



50	
  ©	
  Johannes	
  WeGnger,	
  IAAS	
  

{ 
    ... 
    "Resources" : { 
        "WordPress" : { 

            "Type" : "AWS::EC2::Instance", 
 
 

 
 
 
 

        }, 
        "Database" : { 
            "Type" : "AWS::EC2::Instance", 

 
 
 
 

 
 
        } 
    }, 

    ... 
} 

Install and run Chef client 
(WordPress cookbook) 

Install and run Docker 
(MySQL container image) 

Technical	
  details:	
  hMp://goo.gl/pOsU0	
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… … 

So,	
  everything	
  is	
  perfect?	
  J	
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Not	
  at	
  all!	
  L	
  

Infrastructure-­‐centric	
  L	
  J	
  
What	
  about	
  applicaIon-­‐centric	
  
modeling?	
  à	
  Juju	
  bundles	
  

Bound	
  to	
  AWS	
  (public	
  cloud)	
  L	
  
How	
  to	
  do	
  orchestraIon	
  in	
  other	
  
clouds,	
  esp.	
  in	
  private	
  clouds?	
  

à	
  OpenStack	
  Heat	
  

What	
  about	
  hybrid	
  cloud	
  
management?	
  

E.g.,	
  OpenStack	
  +	
  Amazon	
  DeclaraIve	
  topology	
  models	
  L	
  
What	
  about	
  custom	
  runIme	
  

management	
  plans?	
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