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ExampleïSoftware Doping



Emission CleaningbyVolkswagen

Êmission cleaning: enabled disabled, irreversible 

pairs of piecewise 

linear functions

Contag et al.: How They Did It: An Analysis of Emission Defeat Devices in Modern Automobiles. SP 2017. 

Domke and Lange: The exhaust emissions scandal ("Diesel-gate"). Chaos Communication Congress 2015.



Emission Cleaning by Others



NEDC vs. NEDC'

NEDC emissions

NEDC' emissions

mg/kmkm/h



Software Cleanness ï a general expectation

Similar  inputs lead to similar outputs .Our cleanness mantra is: 

A software is doped if and only if it is not clean.



Robust Cleanness
reactive

deterministic

Contract

standard inputs

distance function for inputs,

distance function for outputs,

threshold for output distance

threshold for input distancee.g.,

For all               ,              and           .  If                                  for all          ,   then. 



Robust Cleanness
sequential

deterministic

Contract

standard inputs

distance function for inputs,

distance function for outputs,
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threshold for input distance
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For all                 and           .  If                      ,   then . 



Robust Cleanness
sequential

nondeterministic

l-robust cleanness    +     u-robust cleanness      å      Hausdorff-based robustcleanness
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Robust Cleanness
sequential

nondeterministic

l-robust cleanness    +     u-robust cleanness      å     Hausdorff-based robust cleanness
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For all                 and           .  If                      ,   then .

Hausdorff distance





Analysis

Cleanness is an 

observation-based property 

for, e.g., 

We know a model that defines 

Ễ Model-Checking

White Box

We know a subset              of the system's behaviour

Ễ Testing or Monitoring

Black Box



Testing, classically

3: Drive the test cycle

between 30 mins and 1 day for one test cycle

1: Invent a test cycle

approx. 1 day per test cycle

2: Fix the car on a chassis dynamometer, attach an 

emissions measurement device, calibrate it, ...

approx. 1 hr



Probabilistic Falsification

Abbas, Fainekos, Sankaranarayanan, Ivancic, Gupta: Probabilistic temporal logic falsiýcation of cyber-physical systems. ACM Trans. Embed. Comput. Syst. 2013.

Temporal Logice.g., Signal Temporal Logic (STL)

Semantics:system trace

time point

STL formula

Semantics: system trace

time pointSTL formula

robustness estimate

Temporal Logic e.g., Signal Temporal Logic (STL)

Quantitative Semantics

local minimum global minimum

Falsification by optimisation:



Robust Cleanness in Temporal Logic
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Robust Cleanness 

in HyperSTL

Robust Cleanness

 in STL

reasoning about two traces simultaneously

Automated Test 

Cycle Generation



LolaDrives

On-Board Diagnostics (OBD) Smartphone

LolaDrives App
Ễ Originally for Real Driving Emissions Tests

Ễ Can replace the external NOx emissions measurement device

OBD  Bluetooth Adapter



Prediction of emission behaviour
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Binning of pairs of speed and acceleration



An Integrated Testing Approach



A synthetic test input
NEDC emissions (NOx): 86 mg/km

Generated emissions (NOx): 182 mg/km

Audi A6 Avant (2020)
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A synthesised test input



Example ïSoftware Doping
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