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Introduction | Problem Definition

laC Language API Documentation Complexity

Parameters e v
# author of the playbook - Sandeep kumar patel o EI “plrlcal StUdleS
- # this playbook are show the current date in yst IR o
. 9 i Install packages based on package-lock file, same as running ngn <i .
- name: Shell Examples boolean i
3 Choices:
hosts: all v sa1se  (default) o PraC EXtraCtC)r
tasks: o tr
executable The executable location for npm.
path This is useful if you are using a version manager, such as nvm. ° D f I C T m
- name: sending bash file to node e eCt a. aX0n0 y
global Install the node js library globally.
copy: boolean Chaices:
src: /home/devops/sample.sh + sanse  (default) IaC
dest: /home/devops/ gL

- name: running bash fike

shell: /bin/bash/ /home/devops/sample.sh lgnors.scits % Use the —igrare scrises flag when instaling M ISCON f| g u ratl ons

Choices:

« false « (default)

. name The name of a node js library ta install
- name: Check Date with Shell command string
shell: no_bin_links Usethe --no-bia-1inke flag when installing.
“date" boolean X Choices:

added in community.general 2.5.0
- false © (default)
o e

b



Introduction | Problem Definitio

ElRiiEemiaies What categories of misconfigurations can appear in infrastructure as
PracExtractor code (laC)?

Defect laC Taxonomy



- name: Install Tomcat
tasks:
- name: Install Java
yum:
name: java-1.8.0-openjdk
state: present
- name: Download Tomcat
get_url:
url: "https://archive.apache.org/.../apache-tomcat-9.8.54.tar.gz"
dest: /fopt/
- name: Extract Tomcat
unarchive:
src: fopt/apache-tomcat-9.8.54 . tar.gz

ANSIBLE remote.sr: yes

- name: Configure Tomcat Users
template:
src: tomcat-users.xml.j2
dest: /fopt/apache-tomcat-9.8.54/conf/tomcat-users.xml
- name: Start Tomcat Service
service:
name: tomcat
state: started
enabled: yes




o

Related Works

An Empirical Study on Configuration Errors in
Commercial and Open Source Systems
(CentOS, MySQL,Apache HTTP Server, and
OpenLDAP)

Do Not Blame Users for Misconfigurations

(amajor U.S. storage vendor, and six open-source

server software including Apache,

MySQL, PostgreSQL, OpenLDAP, VSFTP, and Squid)

PracExtractor: Extracting Configuration Good
Practices from Manuals to Detect Server
Misconfigurations (MySQL, Httpd, HBase, HDFS,
Spark, Squid)

Gang of Eight: A Defect Taxonomy for
Infrastructure as Code Scripts
(Puppet)

Misconfiguration

Parameter Misconfigurations

Attribute constraints

General Advice

Conditional Defects

Illegal Parameter Misconf

Data Type constraints

Clear Specifications

Configuration Defects

lllegal Format Misconf Basic Type Value Dependency Defects
Lexical Mistakes Semantic Type Correlation Idempotency Defects
Syntax Mistakes Value Range constraints Usage Security Defects

lllegal Value Misconf Correlation Constraints Property Documentation Defects

Value inconsistency

Control Dependency constraints

Service Defects

Environment inconsistency

Value Relationship constraints

Syntax Defects

Legal Parameter Misconf

Types
Component Misconfigurations
Compatibility Misconfigurations
Missing component
File format
Insufficient resource
Placement
Stale data




Select Data Sources
(Documentation of Top
100 Ansible Module)

Cpen Coding of Module
Documentations

Lzses

¥

Extracting Misconfiguration Types
and Examples from Codes

Feporting the
Taxonomy

Existing Misconfiguration
Types from Literature
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{ Misconfiguration Types J

---------'""'T““““‘“‘J—“-‘mﬂ""""""'l

{ Parameter-Level Misconfigurations ] [ Configuration Unit-Level Misconfigurations

-

Module Misuse } Module Dependency Violations}

-

Illegal Parameter Misconfigurations } Legal Parameter Misconfiguration }

I

—[ Include Dependency (Must Use Together) ]

[
! I
! I
! I
! I
! I
! I
! I
| .
| 4[ Illegal Format Misconfiguration —— Legal Value Misconfiguration ] 1 Environment Inconsistency ] 4[ Control Dependency ] :
! I
| _[ - ] —[ Improper Values ] —[ OS Incompatibility ] ( }

Basic Type Data Dependency |
| \
1 4[ Semantic Type ] —[ Insecure Values ] —[ Missing Components ] :
: r ~[ Incompatible Components ] |

. . — Legal Existence Misconfiguration
| rIIl 1 Value Misconfi ti !
— Illegal Value configuration (
| I- L Improper Alternative l\lodules] I
Incorrect Parameter Aliases

|G ) '

Value Range —[ Specific vs Generic Modules J |
1 - —[ Improper Alternative Parameters ] |
| 4[ Value Set ] ~[ Improper Specific Modules J |
| )
I _[Umque‘ness ] ------------------------I
| —[Inclusion Dependency ] 4[ Missing Mandatory Parameters ] |
| : |
I A[Exclusion Dependency ] Mandatory Exclusive Parameters ] I

Conditionally Mandatory Parameters
: —[Va.lue Type Dependency ] 1
Ineffective P t ]
: _[En\-“iromncnt Dependency J 4[ SreCE T :
I { Parameters Dependency Violations ] l
| - Ii - & s
8 I Illegal Existence Misconfiguration _[ Exclude Dependency (Must Not Use Together) ] : J I.l I) \) e T

| |
| |



Parameter

lllegal Legal
Parameter Parameter
[ I : ] [ l ]
lllegal Format lllegal Value lllegal Existence Legal Value Legal Existence
- Basic-Value
~— Semantic-Value
(a) Basic Type (a) Semantic Type
Module: iptables Module: docker container
Parameters: tcp-flags Parameters: default host 1p (stnng data type)
iEx]:ects a dict with the two keys flags and i iMust be an empty string, an [Pv4 address, i
iﬂags_set ! iur an [Pv6 address. !
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Parameter

lllegal Format

- Basic-Value

1
1 |
lllegal Legal
Parameter Parameter
1 1
[ I ] [ ]
lllegal Value lllegal Existence Legal Value Legal Existence
~— Value Range {a) Value Range (b) Value Set {c) Value Unigueness
Module: doc_contamer Module: django manage Module: cron

—— Semantic-Value

~  Value Set

~ Uniqueness

|| Type

Inclusion
Dependency

Exclusion
Dependency

Dependency

Environment
Inconsistency

Parameters: blkie_weight

nBln:n:k IO (relative weight),
'be‘m'e- 10 and 100,

Parameters: command

Parameters: name (description of a crontzb entry)

i
iExpects Built-in commands are

i The “name” parameter should be unique, and changing the

:-::Iearrup collectstatic, fluzh, loaddata, i "‘name"‘ value will rezult in a new cron task being created (ora

'n:uEIatE svnedh, test, and validate.

'dlﬂ'erent one being removed).

(d) Dependency

(1) Inclusion Dependency

Pa.ramgtem' auto_remove

nIf container_default behavier=compatibility,

Module: docker_container

(2) Excluzion Dependency
Module: myzqgl uzer module
Parameters: tls requires (3t as a dictionary of requirements)

ii"a]iu:l requirements are 3L, X509, SUBJECT, ISSUER, CIFHEE.

Pa.rametem' dest

'thls option has a default of false. ESL'E.]'E.CT._ ISSUER. and CIPHER are mutually exclusive with SSL and X309.
(3) Value Type Dependency {4) Environment Dependency
Module: COpY Module: zystemd

Parameters:  name (the name of the zervice)

'When using in & chroot environment you always need to specify the full n.am&,'
|1 e. (crond.service). i

________________________________________________________________

)2

‘ Jheronimus
Acadomy

s) of Data Scier
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Parameter

|
I 1
lllegal Legal
Parameter Parameter
| |
[ [ ] [ ]
lllegal Format lllegal Value lllegal Existence Legal Value Legal Existence
|
[ ] ]
Missing Dead Parameters
Basic-Value Value Range Mandatory (Ineffective) Dependency
Parameters Parameters Violations
Semantic-Value Value Set Mandatory Exclude
XOR Group Dependency
Conditional
) Include
Uniqueness —  Mandatory —
Group Dependency
(a) Missing Mandatory Parameters (b) Ineffective Parameters
D Incl U(SjIO n (1) Mandatory Exclusive (2) Conditionally Mandatory Module: rabbitmg_user
ependency Module: xml Module: alternatives Parameters: read priv
Parameters: path Parameters: path [TTTTTTTTTmm T TTTTTTmeTeTY i
P Tt ! PCTTTTTTTTTTTo T A ! \Regular expression to restrict configure E
E'I'hjspammetgrls_reqmreﬂ, ' ET]us uptan]sa_lways:_'eqmredon ! Eacﬁonsanaresum‘cefnrthespec:iﬁbdvhﬂst.:
Exclusion jmless xmlstring is given. | {RHEL-based distributions. { | | |This option will be ignored when the i
Dependency e || pemmissions option wsed.
(c) Parameter Dependency Violations
Type (1) Exclude Dependency (2) Include Dependency
Dependency Modue:  pip Module:  iptables
Parameters: vitwalenv . | FPasmetess pobey
Environment iA.uuptionalpaihtnaﬁrtualem‘directm}'toinmllm.It i iSetthepD]icyfurﬂlechai.nmth.egiventa:geLi
Inconsistency ‘cannot be specified together with the ‘executable’ parameter. | iThispammetm’requjIesﬂlechainpaImeter. i

JAD

(

s
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Parameter

lllegal Legal
Parameter Parameter
I I
[ I ] [ ]
lllegal Format lllegal Value lllegal Existence Legal Value Legal Existence
|
[ ] ]
. Missing Dead Parameters
- Basic-Value — Value Range Mandatory (Ineffective) Dependency — Improper values
Parameters Parameters Violations
Mandato Exclude
~ Semantic-Value ~ Value Set XOR GFOI?[/) Dependency . Insecure Values
Conditional
) Include
Uniqueness —  Mandatory —
Group Dependency
D ancelgsleonncy {a) Improper Value (a) Inzecure Value
Module: yum Module: posteresgl user
Parameters:  allow downgrade Parameters: tmst mput (defzult ves)
. 55 2 H
Exclusion iWote that setting "allow_downgrade = Tme"i EIf no , checks whether values of options name, password, |
Dependency Ecanmakethjsmoﬂnlehehaveinanon- ! | 'privs, ... are potentially dangerous. It makes sense to use no |
lidempotent way. i |ionly when SQL injections through the options are possible. E
Type
Dependency

Environment
Inconsistency

JAD

@ Jheronimus
Acadomy

s) of Data Science
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Parameter

Environment
Inconsistency

lllegal Legal
Parameter Parameter
I I
[ I ] [ ]
lllegal Format lllegal Value lllegal Existence Legal Value Legal Existence
|
[ ] ]
Missing Dead Parameters
~— Basic-Value — Value Range Mandatory (Ineffective) Dependency —— Improper values o Aliases
Parameters Parameters Violations
|| . || Mandatory Exclude Improper
Semantic-Value Value Set XOR Group Dependency . Insecure Values - éilatrgrrgzt&z
Conditional
) Include
— Uniqueness —  Mandatory —
Group Dependency
___Inclusion {a) Parameter Aliases (a) Improper Alternative Parameters
Dependency Module:  homebrew Module:  apt
Parmnet&rs' update_homebrew (gliazes: update-brew) | Parameters: upgrade
_____________________________________________ .
EXCIUSion lumhﬂmemﬂﬂl‘tﬂﬂfﬁlﬂt i i-----_-------------------------T----:
Dependency i Alias update-brew has been deprecated and will be ! :Nute] ) El;hl:E statI::]:tzEt: for a:h:tpm:ﬁc
.remumdmcummnmhgmeml 5.0.0. i E = ’ :
| Type
Dependency

m«a

JADS=
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Configuration Unit-Level

Module Module Dependency
Misuse Violation
1 . | 1 : |
Environment Improper Alternative Control Data Dependenc
Inconsistency Module Dependency P y
0s
Incompatibility
|| Missing
Components
ncompatible (a) OS Incompatibility (b) Missing Components (c) Incompatible Culqpunents
— Components Module: copy Module: group Module: docker contziner

]  For Windows targets, use the
: anzible windows win_copy
' module mstead.

] i These requirements are needed on
: the host that executes this module:

' groupadd, groupdel, groupmod

' Docker API== 120 i
:chnn:-&lateg. >=0.10.5 (willbe |
' upgraded if older) :

e ————

_________________________________________________________

JADS=

mmmmmmmmmm
nd-m



Configuration Unit-Level

Module
Misuse

Environment
Inconsistency

0s
Incompatibility

Missing
Components

Incompatible
Components

15

|
Module Dependency

Violation
] [ I ]
Improper Alternative Control
Module Dependency Data Dependency
Specific vs Generic
Modules
___ Improper Specific
Modules
(a) Specific vs Generic Modules (b) Improper Specific Modules
Module: command Module: copy

iFur rebooting systems, use the
jansible builtin reboot module.

o ey

iIf vou need variable mnterpolation in copied files, use the i
iansible.builﬁ:n.templ&te module. Using a variable in the !

JAD

(

s

@ Jheronimus
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Configuration Unit-Level

Module
Misuse

Environment
Inconsistency

0s
Incompatibility

Missing
Components

Incompatible

Components

Improper Alternative
Module

Specific vs Generic
Modules

Improper Specific
Modules

|
Module Dependency
Violation

Control

Dependency Data Dependency

{a) Control Dependency

I'-.-I-:Id'IJJ.E' apt_key

Addeanewl;en requires an apt cache update (e.g. using E :
'ﬂlE ansible_builtin. apt module’s update cache option) i iznsible builtin get url or ansible builtin uri instead |
! 'tu fetch the file and set remote src=ves. :

S

(a) Data Dependency
M-:Jdu.IE' unarchive and get_url

L e e e e e

:Ifcheck:um validation 1= dezired, uze




Service Module

File Module

Copy Module
Mod ule

Manuals
MisConfLinter %\

Tool Brah)

Misconfiguration Rule
Extractor

Parameter N

Dependency Template | ~~ _

Value Type Template

Misconfiguration Rule Template Repository

17

Copy_ParameterDependency | ™,

1 A
. Fi v N\
Soloct and ﬂs_im.'[:,?e
DIstenttiate Copy_ValueType
Templates
Rule Instance Repository

Ansible

Playbooks ar
Roles

A

-E' N\

S Linter Tool
Use
Q00
Detected
Misconfigurations



Result:

A comparative analysis across widely used laC tools today, namely Terraform, Pulumi, and Puppet, leveraging their
respective APl documentation, shows the proposed taxonomy for identifying 1aC misconfigurations is not limited to
Ansible; rather, it serves as a comprehensive framework applicable to a range of laC platforms.

Future works:

The misconfiguration detection tool will be extended to cover the complete taxonomy. The tool will then be used to
assess the occurrence of misconfigurations in open-source laC repositories.

A valuable next step would involve conducting semi-structured interviews with laC developers to gather their

perceptions and feedback on the proposed taxonomy. This qualitative approach could provide deeper insights and
validate the applicability of the taxonomy in real-world scenarios.



Thank you fc
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