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Problem statements in EV Iogistics for digitalization

15 EU corridors,
40.000 km,
Assessment,

41 partner

(OEMs, Logistics,

Tool makers,
Electricity & hydrogen,

Integration)

e

2
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Customers need the
right electric vehicles

Customers need to know how to do

~
effectively logistics planning, operation { og--a
and their KPls i

BelLogic 23 partners,

Large-scale adoption

NL
Charging 3, partners,
o Energy :
o Hubs Local charging

o

9 FLEXMCS

3 MCS under building

Mega-chargers

Customers need smart charging
infrastructure for them
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Distributed operationalization platform for
coordination

» Logistics planning

= Traffic flow information (service layer)
= Charge-point availability

» Fleet charge controller

leet management layer » Vehicle monitoring dashboard

+-- s Dnangy Feypdca

= Charge coordination
= Charge planning

= (Charge control

= Public/private booking

Operational charge

management layer
+ Optimization (min TCO)

» Energy management strategies
» Drivability

= Performance requirements

» Eco-driving, eco-comfort

Vehicle layer

» E-components o= A — l =P8 ﬁ

- — H : L
Me':h components Vehicle powertrain ﬁ 9 £

* Battery

* Thermal

» Auxiliaries

On every layer - different goals;

Coordination for the propagation of the decision
TNO e "
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Dlite operationalization Platform-as-a-Service

_______________________________

Domain Domain
« A central (but distributed) place to manage, datasets ! models
run, and share models and data for the Tl ST I ELEEET CEEEEEEE
purpose of digital applications, applied to
digital twinning.

Digital

« Handles IT-related complexity for projects in DT platform

various domains application

- Externaldata | Edge . Dataloggers
: roviders | X |
L Lm0 ee ee e

_________________________________________________________

m innovation
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Simplified platform architecture

| [TTTTTTTTTnooommmooomoommmsooes | Dlite Platform
L Datalogger i
o oo oe ¢ i Visualization layer
Edge Agents Analytics (models & workflows) layer Platfor

m
control

manage
ment

€< - i Access

Metadata layer

| innovation
___________________________________________________________________________________ 'l'l‘o for life




Generic Architecture of operationalization platform QZEFES

Model-based visualization Visualization of datasets Workflows visualizations Visualization of metadata
Authorization
&

Authentication

s . Physics- Data- Security

_ Digital Twins e ; Workflows . A
Data pre-processing based driven S Data analytics .

framework models models Isolation
Digital Twins
/ orchestration

Metadata Semantic data Ontologies

Registry

Raw data Processed data Views on data Documents Monitoring

&
Logging

, Local models

{11

Data sources

Other
Data sources

Sensors

30/06/2026 - ek ZEFES | Grant Agreement 101095856 | 8
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Software plugins

» Identity Access and Management
» Data Ingestion

 Traceable Workflows

innovation
m for life 9




TNO SummerSOC 2026 Trust is good, control is better

Access Control

Signin

Data collected from a physical system and the ways of processing it can 19 authenficate MDAC Bacend
have high economic value for every business partner within the projects.
Some partners can even be competitors. (e.g. Renault and Ford)

It is therefore important to be able to control access to data, models and ID*
experiments.

‘ my.name@dlite.nl

Platform
management

i iti i Password *
Access control and auth is a critical requirement Authorization &
User Authentication

| Both (or equivalent delegated identity):

| user aAccess Token . Security &
- when the downstream service needs Isolation

Frontend

| to know both:

Digital Twins
' . e ey . orchestration
A which user initiated the action

ternal servi : ication i ]
et sEnvies which trusted application is making the request.
Monitoring &
Logging

Forgot password?

innovation
m for life 10
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How do we manage permissions?

 We use Zanzibar model from Google § ORY / Kratos

* Relation-based access control: “[Subject] has a [Relation] to an [Object]” Digital Identity manager

« Scalable, but more importantly: flexible and extensible

. (@ / hydra}
Practical example:

«  We have these relations in our database: .
OpenID Certified™ OAuth 2.0 Server

« User:Mark is a member of Group:TNO and OpenID Connect (OIDC) Provider
Group:TNO are viewers of File:datasetl.csv (secure token issuer)

« Now I (Mark) try to perform the “View file” action on datasetl.csv l

« The system can perform the permission check Spicedb

« “Is User:Mark allowed to view File:datasetl.csv?”
- The system can use the permission model to trace: Relationship-based access control (ReBAC)

« User:Mark -> Group:TNO -> File:dataset1.csy, so yes! TNO owctor
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[
Plugins
« Self-contained, reusable building blocks pr ~
File storage
plugin

Actions Permission Resource
model backend

« which cover some functionality

« A plugin consists of 3 main things:

1. A set of Actions

2. Permission model (Google Zanzibar)
- E.g. “owners can download a file”

+ Every action is represented in the
permission model

3. Resource backend(s)

* Usually off-the-shelf software

‘—------------—-\

* e.g. Minio object storage \

m innovation
for life
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DLiteAPI

 Integration point of the distributed system

» The only way to interact with the platform Example action: Upload file Dlite

Access Control

* This enforces the access control rules
system

1. Permission check

R _

« Action consists of:

2. Sequence of steps
: ission check
1. Permission chec vi backend

2. Sequence of steps (Minio, CEPH)

Resource

«  With roll-back logic for failures

m innovation
for life
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Composing plugins

Dlite API

User&

Group
actions

File
actions

Workflow
actions

Metadata
actions

Dlite Access
Control

Core
permission
model

File
permissions

Workflow
permissions

Metadata
permissions

Resource
backends

Ory Kratos

Minio,
CEPH

Argo,
Temporal
Workflows

OrientDB

LT L L Ld

innovation
for life
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Platform as middleware

* Reusable building blocks

« Base platform which exposes functionalities required for digital twinning

» Inanintegrated, access controlled way

- Digital twin applications can be layered on top of the base platform layer.

Applications/ Digital Twins

Third ID Dlite platform

party token

N/

Argo Grafana Cassandra

'\ A

IT infrastructure

m innovation
for life
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Data Flow

« DLite Dataflow
« Ingestion
» Traceability & Findability
« ZEFES Findability example

m innovation
for life
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Dlite
Dataflow

interrogate Digital Twin

model based )
data analytics B

3rd party collected
sensor data is
scooped and
stored as parquet
files

physical HD-ZEV A enfer qﬁestions receive answers

data
storage
wireless internet writer A

2
IVIMon AP /4 \Elzeres

worfklow engine identity and authentication

Hydra

0,90 7/ OrRY J/

 Hardware from FHG
collects data in HD-

ZEV % el s r 7
Z Fraunhofer W zeFes U ZEFES -OremDB/ ZEFES db
* FHG provides data i / / ./ spice
through the IVIMon = @1 £ datascooper  metadatafacility metadatastorage ~ ZEFESAPI P permissions 2
REST API i o,
w9 docker: kubernetes J

« Python application
uses FHG IVIMon API
and DLITE (ZEFES
instantiation) API to
collect and store.

m innovation
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DLite APl usage example in Python (1/2)

api_url = "https://api.zefes.hesi.energy”
token_url = "https://foidc.zefes.hesi.energy/oauth2/token™

client = ZefesAPIClient.ZefesAPIClient(api_url, token url, args.client id, args.client secret)

client.logger.setlevel(logging.DEBUG)

or zc_file in args.folder.iterdir():

remote file = zc_file.name

N, remote file)

if (client.uploaded file(group name=args.group,
bucket name=args.bucket,
remote file=remote file,
local file=zc file)):
upload logger.debug 5
else:

upload logger.critical("something went terribly wrong during the upload")

exit()

innovation
for life
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DLite APl usage example in Python (2/2)

while (amountOfSlots»0):
copy_logger.debug(“"getting the remote (parquet) filename of the current timeslot ")
remote file nmame = mySignaldata.parquetFileName()

copy_logger.debug(“got the remote (parquet) filename of the current timeslot ")

local file path = os.path.join(args.folder, remote file name)
copy_logger.debug("downloading %=", remote file name)
it (client.downloaded file(group name=args.group,
bucket_name=args.bucket,
remote_ file=remote file name,

local file=local file path)):

copy_logger.debug(“download succesful™)

m innovation
for life
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DLite FAIR Metadata Facility

Data needs to be traceable and findable, so DLite will have functionality for that

« Traceability: how to determine how data was collected (‘raw’) or produced (‘processed’)? Searchable descriptions
of:

« physical assets that were digitally twinned
» data
» processing steps(s)

« workflow of steps that process data

 Findability: where to find particular data on the basis of selection criteria? Search functionality with parameters
like:

» Physical location of the asset
» Part of a physical asset

« Points in time

Graph databases (e.g., OrientDB) are used to store this information in a connected way. TNO ovin

for life
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ZEFES Findability example (1/2)

COVESA VSS graph

« Hierarchical model

 Relationship between aspects
of a vehicle VIN MODEL

’ TRANSMISSION
() AMBIENTAIRTEMPERATURE

« Decomposition in branches

ROW2 PERFORMANCEMODE

« Sensors and actuators
FUELTYPE
(" AVERAGECONSUMPTION
. INSTANTCONSUMPTION

Because V5SS W.as built for. O ddd: B ATTRIBUTE ‘amcu ( SENSOR ‘ ACTUATOR
personal cars, in ZEFES this D TS
model is extended based on the
branches for Heavy Duty Zero PLaa
EmiSSion VehiCIeS (HD-ZEVS)' 1;rfw The vehicle speed, as measured by the drivetrain. @ Vehicle Signal Specification (VSS)

............................................................................................................

m innovation
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ZEFES Findability example (2/2)

Mapping to OrientDB graph
* Nodes
* Branch, Sensor and Attribute

«  Will point to ‘buckets’ with
parquet files that contain that
data.

- Edges

« branchesOutTo, AttributeOf,
Senses, part of, has Attribute,
and hasSensor.

Simplified ‘manual’ version under
the right currently under revision,

as there seems to be a better way
of automated mapping.

Brand

FuelType

. Branch

i : Sensor
) Attribute
w== branchesOutTo Level

e Attribute Of

Range InstantConsumption

= Senses
e partOf
= hashAttribute

w= hasSensor

Pressure

m innovation
for life




™0 Summersoc 2026 Data management

@ File explorer

File explorer
Below is a list of all files owned by you are made available to you. These files can be used by the tools described in the other
pages.

The files are grouped in buckets (similar to folders). You can view the files in each bucket by clicking the bucket name. You can
also upload new files to the buckets you have access to.

For each file, a permission level is shown. Here are some examples of permission levels:

» [ - You can view the file metadata.
» (I - You can view the metadata + content of the file.
« (L1179 - You can view the metadata + content of the file, edit and delete the file, and give others access.

e

File Permission Actions
charging_station_locations.csv m
driver_feedback_survey_results.csv m
electric_truck_performance_data.csv m
emission_comparison_study.csv [ Owner | _Download_]
fleet_maintenance_schedule.csv = ( Download |
monthly_energy_consumption_february_2024.csv m Download |
monthly_energy_consumption_january_2024.csv [ Owner | Download |
monthly_energy_consumption_march_2024.csv [ Owner | m|

2024 @ TNO - ZEFES

TNO @ File explorer

File explorer

Below is a list of all files owned by you are made available to you. These files can be used by the tools described in the other pages.

The files are grouped in buckets (similar to folders). You can view the files in each bucket by clicking the bucket name. You can also
upload new files to the buckets you have access to.

For each file, a permission level is shown. Here are some examples of permission levels:

» @ - You can view the file metadata.
» @I - You can view the metadata + content of the file.
(LX) - You can view the metadata + content of the file, edit and delete the file, and give others access.

" s
File Permission Actions
driver_feedback_survey_results.csv Download A
electric_truck_performance_data.csv Download

energy_consumption_trends.csv
fleet_maintenance_schedule.csv
maintenance_report_february_2024.csv
maintenance_report_january_2024.csv
maintenance_report_march_2024.csv
monthly_energy_consumption_february_2024.csv

monthly_energy_consumption_january_2024.csv

6O60O6OBAJ [

monthly_energy_consumption_march_2024.csv

2024 © TNO - ZEFES
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FAIR Workflows

« FAIR Workflows
« Traceability (reproduceability) & Findability
« Categorization
* Probabilistic workflows

« ZEFES User view example

 https://workflows.community/groups/fair/

m innovation
for life
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FAIR workflows: every WF instance traceability

Data source Data Expert and ML models
Input data

D n
Databas |
H : InputFromRawData

Wz -

PartOfWorkflow

ProcessedFrom
InputFromProcessedD

Model

Model

Asset ]

mil Workflow
OutputData

Processed data

WorkflowRelatedToAsset

m innovation
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Classification from digital infrastructure perspective

Workflow Type

Al/ML

Data Processing

HPC/Scientific

CI/CD & DevOps

Web/API

Edge/loT

Secure/Regulated

Enterprize/Business

Characteristics

Compute-intensive, real-time or
batch

Batch/stream hybrid, high-volume

Tight coupling, massive parallelism

Fast iteration, automation

Stateless, scalable, service-oriented

Decentralized, low latency,

disconnected

High trust, restricted data

Integration-heavy, stable,

governad

(Cloud, Edge, HPC, Quantum, Neuromorphic, Photonic) - hook for the next time

Key Infrastructure Needs

GPU/TPU, orchestration, edge/cloud coordination

Distributed storage, high /O, stream support

HPC schedulers, fast interconnects, large memory

nodes

Containers, pipelines, cbservability

Load balancing, APl management, scaling policies

Lightweight runtimes, local storage, OTA updates

Isclation, encryption, auditing

Legacy support. metadata management, compliance

tools

Working currently on the criteria for the applications on the automatic choices for the most suitable computing paradigm

m innovation
for life




TNO  Workflow Community Summit 2025

Global workflow community: categorization of the
workflows

*Sequential: Tasks occur one after another. *Conditional: The path of the workflow depends on
decisions or conditions.

D—)[j—)D—)D True False
If (condition)

is execu‘:ed if the is execufed if the
elterative: Certain steps repeat based on conditions or
until a goal is reached.

Parallel: Tasks can be performed concurrently.

/

oK

5
Data Partition Tasks

Consolidation Tasks ——
Experimental b o

Group of Parallel Tasks

*Special case — (co)simulation: Certain steps until a goal
Is reached.




TNO

Monitoring

Monitor

workflow

Monitor

v

P(Z, | X)

Input / Prior —
X oz X
P(X) ‘

D/

(1-&1) ' :

L

Adapti
Orchestration @ 5

Controller
and backoff.

iy Data [ Posterior flow

Posterior
P(Z, | X}

Retry Policy
Dynamic max retries

>

Uncertainty
Var{Z, | X]

&

M2

>

P(Z, ]

Not converged

Intelligent
Fallbacks

(1-¢2)

Model-specific or
approximate fallbacks.

Uncertainty flow

= w o = Fallure | Recovery path

A4

Model 2

Z,)

v

Retry [ Refine [

Fallback

A

|

Stop if uncertainty
exceeds threshold.

Uncertainty
Budgeting

swmesoczs Probabilistic workflows handling

Monitor
M3
Model 3
Posterior P(Y l 22)
P(Z;12,) — Output /
’/ Y \-\ Posterior
el [ .
Uncertainty “/I\-/ P(Y | X)
Var(Z, | Z,] — ./T\

'
Not converged | |
(1-¢) ! .

BT NN |
Retry / Refine /
Fallback |
A
1
/T Cost-Latency Observability &
ol ﬂ Optimization Monitoring

End-to-end tracing,
metrics, and alerts,

Balance compute cost
and expected latency.

Control / Orchestration

innovation
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Dlite

Screenshot

1. Workflow for tool developed for ZEFES
Workflow which combines 2 models from different partners

Model 1: Determines an optimal route in Europe for an electric
truck for a specific mission

Model 2: Computes the critical sections which the truck might
have difficulties with

2. Portal with file sharing functionality

Route completed successfully

60%

100+

Battery level at
start

Almere

.DERLA

Q
Amersfoort

a8

100%

\(ijrr“t;gpfu

» |

T
ZEFES Colruyt 1 FM-electric

Battery level at destination

4x2 Semi
540 kWh

Grolsggen
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100%

| ¢

20 %
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battery

Q
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Battery level Consumption

r

50%
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Edge Al (multi-purpose optimization) agent

» Charging plan for remaining route

Including short-term horizon goals and long-term electrical battery aging

Energy-efficiency

« References:

P. Pilegqi, E. Lazovik, J. Broekhuijsen, M. Borth and J. Verriet, "Lifecycle Governance
for Effective Digital Twins: A Joint Systems Engineering and IT Perspective,” 2020
IEEE International Systems Conference (SysCon), Montreal, QC, Canada, 2020, pp. 1-
8, doi: 10.1109/SysCon47679.2020.9275662.

Kupper, F., Mentink, P., Avramis, N., Meima, N., E.Lazovik, "Towards Self-Learning
Energy Management for Optimal PHEV Operation Around Zero Emission Zones," WCX
SAE, April 5, 2022, https://doi.org/10.4271/2022-01-0734

S. Chakraborty, S.K.Bhoi, M.M. Hassan, P. Revereault, P.Masita, E.Lazovik, "Data-
Driven Excellence: Fast and Accurate Digital Twin Models for Zero-Emission Long-Haul
Vehicle Applications," 2024 3rd International Conference on Sustainable Mobility
Applications, Renewables and Technology (SMART), Dubai, United Arab Emirates,
2024, pp. 1-7, doi: 10.1109/SMART63170.2024.10815586.

M.Okanik, A.Trantas, M.P. de Bakker, E.Lazovik. Uncertainty Quantification for
Metamodels. COPA24.
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Place text here

Thank you for the attention!

elena.lazovik@tno.nl




	Slide 1: DLite Platform   
	Slide 2: Locations & lab facilities
	Slide 3: Self.me
	Slide 4: Problem statements in EV logistics for digitalization 
	Slide 5: Distributed operationalization platform for coordination
	Slide 6: Dlite operationalization Platform-as-a-Service
	Slide 7: Simplified platform architecture
	Slide 8: Generic Architecture of operationalization platform
	Slide 9: Software plugins
	Slide 10: Access Control
	Slide 11: How do we manage permissions?
	Slide 12: Plugins
	Slide 13: DLiteAPI
	Slide 14: Composing plugins
	Slide 15: Platform as middleware
	Slide 16: Data Flow
	Slide 17: Dlite Dataflow
	Slide 18: DLite API usage example in Python (1/2)
	Slide 19: DLite API usage example in Python (2/2)
	Slide 20: DLite FAIR Metadata Facility
	Slide 21: ZEFES Findability example (1/2)
	Slide 22: ZEFES Findability example (2/2)
	Slide 23: Data management
	Slide 24: FAIR Workflows
	Slide 25: FAIR workflows: every WF instance traceability
	Slide 26: Classification from digital infrastructure perspective
	Slide 27: Global workflow community: categorization of the workflows
	Slide 30: Probabilistic workflows handling
	Slide 31: Screenshot
	Slide 32
	Slide 33
	Slide 34: Edge AI (multi-purpose optimization) agent: coming
	Slide 35: Thank you for the attention!

