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explainability addresses important concerns in an APM system

* accountability
* bias

» compliance

* trust

“issues may arise among stakeholders — including process
owners, business analysists, end users, and customers —
who may hesitate to rely on agentic process
recommendations or automated agent decisions when the
underlying rationale is unclear.” (p. 6)
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Trust in science

 Scientific theory contains a set of sentences (propositions, statements etc.)
* Problem: How can we trust a sentence? How can we prove the truth of a sentence?

* Example: “All swans are white.”

16



“All swans are white.”

17



“All swans are white.”
A black swan?



“All swans are white.”
A black swan: improbable but possible!

black swan (cygnus atratus) in Tasmania, Australia

source: brockhaus.de
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“All swans are white, some are black.”

20



“All swans are white, some are black.”
A green-and-pink-striped swan?

Highly improbable but possible!



Trust in mathematics

« All sentences are deduced from premises.

« Example: a? + b? = ¢? (Pythagoras’s theorem)

“The remainder of the book shows 370 different
proofs [of Pythagoras’s theorem], whose origins
range from 900 B.C. to 1940 A.D.” (cp. abstract)
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Trust in mathematics

Fermat’s Last Theorem

a"+b"=c" has no non-zero integer solutions for any integer exponent n > 2

It took the mathematical community more than three
centuries to officially (!) prove the theorem!
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Proof by Andrew Wiles published in 1995 is 109 (!) pages long

Annals of Mathematics, 142 (1985), 443-551

Modular elliptic curves
and
Fermat’s Last Theorem

By ANDREW WILES™

For Nada, Clare, Kate and Olimia

Cubum autem in duos cubos, aut quadratoguadratum in duos quadra-
toquadratos, et generaliter nwllam in infinitum wltra quadratum
potestatem in duos ejusdem nominis fas est dividere; cujus rei
demonstrationemn mirabilem sane deter:. Hanc marginis enguitas
non caperet.

Pierre de Fermat

Introduction We have to trust in the proof!

An elliptic curve over Q is said to be modular if it has a finite covering by
a modular curve of the form Xo(V). Any such elliptic curve has the property
that its Hasse-Weil zeta function has an analytic continuation and satisfies a
functional equation of the standard type. If an elliptic curve over Q with a
given j-invariant is modular then it is easy to see that all elliptic curves with
the same j-invariant are modular (in which case we say that the j-invariant
is modular). A well-known conjocture which grew out of the work of Shimura
and Taniyama in the 1950's and 1960’s asserts that every elliptic curve over Q
is modular. However, it only became widely known through its publication in a
paper of Weil in 1967 [We| (as an exercise for the interested reader!), in which,
moreover, Weil gave conceptual evidence for the conjecture. Although it had
been numerically verified in many cases, prior to the results described in this
paper it had only been known that finitely many j-invariants were modular,

In 1985 Frey made the remarkable observation that this conjecture should
imply Fermat's Last Theorem. The precise mechanism relating the two was
formulated by Serre as the s-conjecture and this was then proved by Ribet in
the summer of 1986. Ribet’s result only requires one to prove the conjecture
for semistable elliptic curves in order to deduce Fermat’s Last Theorem.

*The work on this paper was supported by an NSF grant 24




Is mathematics just a social process?



Trust by design

Disclaimer
We do not present a final answer!

We like to point to important questions and present some preliminary results!
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Example: bipartite graph

A graph is bipartite if its vertices can be partitioned into two sets in
such a way that no edge joins two vertices in the same set.

28



Example: Is this graph bipartite?

>




Example: Is this graph bipartite?
Yes! But how to prove it?
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Example: Is this graph bipartite?
Yes! But how to prove it?
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Example: Is this graph bipartite?
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Example: Is this graph bipartite?
No! But how to prove it?
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Example: Is this graph bipartite?
No! But how to prove it?
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Example: Is this graph bipartite?
No! But how to prove it?

>




Example: Is this graph bipartite?
No! But how to prove it?

>

Bipartite graph characterization theorem:

,A graph is bipartite if and only if the length of each of its cycles is even.”

(Handbook of Graph Theory by Gross et al., 2014, p. 27)
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Idea of a certifying program by Mehlhorn et al.

input output
| program




Idea of a certifying program by Mehlhorn et al.
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Idea of a certifying program by Mehlhorn et al.

input

input output
program
output
certifying
program certificate checker

accept

reject
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Idea of a certifying program by Mehlhorn et al.
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Plenty of prior work on certification in the “domain of programming
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A certifying algorithm is an algorithm that produces, with each output, a certificate or
witness (easy-to-verify proof) that the particular output has not been compromised by a
bug. A user of a certifying algorithm inputs x, receives the output y and the certificate w,
and then checks, either manually or by use of a program, that w proves that y is a correct
output for input x. In this way, he/she can be sure of the correctness of the output without
having to trust the algorithm.

We put forward the thesis that certifying algorithms are much superior to non-
certifying algorithms, and that for complex algorithmic tasks, only certifying algorithms
are satisfactory. Acceptance of this thesis would lead to a change of how algorithms are
taught and how algorithms are hed. The wi use of certifying algorithms
would greatly enhance the reliability of algorithmic software.

We survey the state of the art in certifying algorithms and add to it In particular, we
start a theory of certifying algorithms and prove that the concept is universal.

(© 2010 Elsevier Inc. All rights reserved.

1. Introduction

* Corresponding author.
E-mail address: mehlhor

standard algorithm with a certifying algorithm for computing
a function f.

One of the most prominent and costly problems in software A user of a certifying algorithm inputs x and receives the
engineering is correctness of software. When the user gives x output y and the witness w. He then checks that w proves
as an input and the program outputs y, the user usually has that y is a correct output for input x. The process of checking
no way of knowing whether y is a correct output on input x or w can be automated with a checker, which is an algorithm for
whether it has been compromised by a bug. The user is at the verifying that w proves thaty is a correct output for x. In many
mercy of the program. A certifying algorithm is an algorithm cases, the checker is so simple that a trusted implementation
that produces with each output a certificate or witness that of it can be produced, perhaps even in a different language
the particular output has not been compromised by a bug. By where the semantics are fully specified. A formal proof of
inspecting the witness, the user can convince himself that correctness of the implementation of the certifying algorithm
the output is correct, or reject the output as buggy. He is may be out of reach; however, a formal proof of the
no longer on the mercy of the program. Fig. 1 contrasts a correctness of the checker may be feasible. Having checked

i-inf. mpg.de (K. Mehlhorn).
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Plenty of prior work on certification in the “domain of programming
But how can this idea be applied in the “domain of modeling”?
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—— Abstract

Modern automated regsanine hog srensformed lozoe narrs of industoy and he leo fonnd numeron

Characteristics of models
1. not everything will be automated, e.g. cyber-physical systems

2. freely chosen abstraction levels

3. models serve as blueprints

HE EIT NPUT BTN TS PYOSTAIT CUTPUTS Y, ThE USeT USuany ne
no way of knowing whether y is a correct output on input x or
whether it has been compromised by a bug. The user is at the
mercy of the program. A certifying algorithm is an algorithm
that produces wi ach output a certificate or witness that
the particular outp as not been compromised by a bug. By
inspecting the witness, the user can convince himself that
the output is correct, or reject the output as buggy. He is
no longer on the mercy of the program. Fig. 1 contrasts a
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w be automated wit t}- a :hzcur whicl is an algo":l"n for
verifying that w proves that y is a correct output for x. In many
cases, the checker is so simple that a trusted implementation
of it can be produced, perhaps even in a different language
where the semantics are fully specified. A formal proof of
correctness of the implementation of the certifying algorithm
may b f of the
correctness of the checker may be feasible. Having checked

out of reach; however, a formal preo
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Commercial break

Peter Fettke - Wolfgang Reisig

Understanding the Digital World Peter Fettke
Modeling with Herakur —
Wolfgang Reisig

This book fills a serious gap by providing a conceptual framework for understanding
the digital world. This world contains large, heterogeneous systems that have to
manage dynamic behavior as well as static items and data. Obviously, new, digital
methods are needed to deal with the challenges of the digital world.

This book introduces such a method with HERAKLIT, an intuitively simple, albeit
powerful framework for modeling, communicating, and analyzing computer-
integrated systems. It integrates proven methods for composing modules, describing
behavior with local cause and effect, and digitally representing real- and imagined-
world items, resulting in a comprehensive, expressive, concerted, technically simple,
digital modeling method.

. ]
This book is structured according to three HERAKLIT pillars, starting in Part I
with the central HERAKLIT concept of modules, in particular their composition I
and refinement. Part I covers the second pillar of HERAKLIT, dynamics, focusing L

on modules that describe aspects of behavior. Part III focuses on static aspects. In
particular, real- and imagined-world items and their symbolic representation are

carefully distinguished and related. Together, these three pillars are consolidated e e

in Part IV, integrating all concepts into a powerful formal framework. The book

concludes in Part V with a more comprehensive case study of a typical retail business,

recommendations on how to start modeling with HERAKLIT, and useful graphical

conventions for the graphical representation of HERAKLIT models.

HERAKLIT covers the range from the first informal structuring ideas for a computer-
integrated system, through the specification of (business) processes, the contributions
of people, organizations, and mechanical devices, up to the construction of software.
The book is therefore written for students in areas related to system modeling,
system design, and system engineering, as well as for professionals in these fields.
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Commercial break

As we push deeper into the era
of Digital Twins and cyber-
physical environments,

Fettke and Reisig’s

'Understanding the Digital Peter Fettke

World: Modeling with oo undrandn ' traditional modeling languages
. \eous systems that have to e .
HERAKLIT' is a masterful \ i ' fall short. 'Understanding the

breakthrough that bridges | e Digital World' provides the exact
the gap between formal e — modular, compositional toolkit
computer science and /o - that engineering and IT
practical business lﬁma;aé‘“g‘g&:d;m"‘im professionals desperately
informatics.* G i et need.*

/sgether, these three pillars are consolidated

nto a powerful formal framework. The book

Pomprehensive case study of a typical retail business,

\ 'tions on now to start modeling with HERAKLIT, and useful graphical
/s for the graphical representation of HERAKLIT models.

it covers the range from the first informal structuring ideas for a computer-

P~ grated system, through the specification of (business) processes, the contributions

of people, organizations, and mechanical devices, up to the construction of software.

The book is therefore written for students in areas related to system modeling,
system design, and system engineering, as well as for professionals in these fields.

buipueisiapup

A brilliant and innovative
milestone. Fettke and Reisig
beautifully redefine how we

conceptualize technology with

HERAKLIT.*
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The case: a refund department

receive
claims

refund dept

approve
claims

reject
claims

47



A typical intended run



A typical intended run

receive recelved

claim claims
——»( (Brown, hat)
|
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A typical intended run

receive
claim

idle Eve\

received

claims

—>

select decider claims with decider

(Brown, hat)

(Brown, hat, Eve)

e

staff
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A typical intended run

receive received select decider claims with decider approve

claim claims
— »( (Brown, hat) (Brown, hat, Eve) (Brown, hat)
/ \ approved claims
"o o

staff

idle
staff
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A typical intended run

run 1
receive received select decider claims with decider approve

claim claims |
—— - ( (Brown, hat) (Brown, hat, Eve) (Brown, hat) inform
approval
/ \ approved claims of claim
idle Eve\ @
idle

staff

staff
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A second typical intended run

run 1.1
receive received select decider claims with decider reject

claim claims |
——  »( (Brown, hat) (Brown, hat, Eve) (Brown, hat) Inforn_1

rejection

/ \ rejected claims of claim
idle

idle Eve

staff
staff
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A typical unintended run

receive

claim

claim

received

. N\
idle Eve
staff(./

st b )—

select decider

e

run problem #1

claim with
decider
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A typical unintended run:

no proper termination (problem :

L 1)

receive

claim

claim select decider

N
idle Eve
staff<_/

received
> @

run problem #1

claim with
decider

Customer claim is neither
accepted nor rejected!
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Another typical unintended run

receive claim

claim received
——»((Bob, shirt)
1




Another typical unintended run

: : _ claim with
receive claim select decider decider

claim received
— »((Bob, shirt) (Bob, shirt, Bob)
e BD /




Another typical unintended run

claim with run problem #2

receive claim select decider ik

claim received .
——»((Bob, shirt) (Bobh, shirt, Bob) (Bob, shirt) inform
approval
/ \ approved claims of claim
b\ Bob

idle Bo .
staff idle
staff

approve
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Another typical unintended run:

conflict of interest (problem ;

[

L 2)

receive claim

claim received
——»((Bob, shirt)

select decider

e

claim with
decider

(Bobh, shirt, Bob)

approve run problem #2

(Bob, shirt)

Stuff member processes his
own claim!
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Another typical unintended run

receive

claim

idle
staff

claim

—

select decider

received
——»( (Brown, hat)

claim with
decider

(Brown, hat, Eve)

approve

run problem #3

inform

(Brown, hat)
approval

\ approved claims of claim
idle

staff
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Another typical unintended run

receive

claim

claim

idle
staff

—

received
——»( (Brown, hat)

select decider

e

Eve

claim with
decider

(Brown, hat, Eve)

approve run problem #3

(Brown, hat)

\ approved claims
idle

authorization function
f: articles -> sets of staff

f(hat ) = {Bob}

f(shirt) = {Bob, Leo}

61

inform
approval
of claim
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Another typical unintended run:
missing authorization (problem #3)

. claim with run problem #3
receive claim select decider e EEHOE
claim received .
——»( (Brown, hat) (Brown, hat, Eve) (Brown, hat) inform
approval
/ \ approved claims of claim
idle Eve\ .
staff idle

staff

authorization function

f: articles -> sets of staff . ]
f(hat ) = {Bob} Eve is not authorized to handle
f(shirt) = {Bob, Leo} claims for hats!
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Another typical unintended run
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Another typical unintended run

claims with
select decider decider
(Smith, shirt, Bob)
claim

| received
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Another typical unintended run

run problem #4

(o
idle

staff

claims with claims with
receive select decider decider decider

claim
(Smith, shirt, Bob)
claim
received replace
decider
Idle Eve

staff
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Another typical unintended run

run problem #4 idle
taff
@b »( Bob
idle
staff
claims with claims with claims \{vith
receive select decider decider decider decider
claim
claim
received replace
/ decider replace
idle (( Eve CEARET »( Eve )idle
staff staff
Idle Leo
staff
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Another typical unintended run

run problem #4 idle
( taff
Bob > Bob
idle \
staff
' claims with claims with claims win approved
receive select decider decider decider slder approve claims

claim i
. . inform
(Smith, shirt, Bob) appro.val
received replace of claim
decider replace
idle decider Eve )idle

Eve >
staff staff
idle Leo > Leo
staff idle
staff
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Another typical unintended run:
decider changed more than once (problem #4)

run problem #4 idle
( taff
Bob »( Bob
idle \

claims with claims with aporoved
select decider decider

receive
claim
oy ey
claim
recei
idle ve

claims with
decider
eceived / LZT;Z(: / LZT:IZ? g
Decider changed more
than once!
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Conclusion

refund dept
: e receive
* Agentic BPM, trust, and trust certificates .
claims approve
claims
» Refund department with intended runs
* approval of claim reject
* rejection of claim claims

Refund department with unintended runs
* Problem #1: no proper termination
* Problem #2: conflict of interest
* Problem #3: missing authorization

* Problem #4: decider changed more than once

» How to trust that intended and unintended runs are correctly addressed by a system?

« Demonstration will be provided in Part Il of our talk 0
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