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Abstract. Computational data governance aims to make the enforce-
ment of governance policies and legal obligations more efficient and re-
liable. Recent advances in natural language processing and agentic Al
offer ways to improve how organizations share and use data. But many
barriers remain. Today’s tools require technical skills and multiple roles
to discover, request, and query data. Automating data access using en-
terprise Al agents is limited by the means to discover and autonomously
access distributed data. Current solutions either compromise governance
or break agentic workflows through manual approvals. To close this gap,
we introduce Data Product MCP integrated in a data product market-
place. This data marketplace, already in use at large enterprises, enables
Al agents to find, request, and query enterprise data products while
enforcing data contracts in real time without lowering governance stan-
dards. The system is built on the Model Context Protocol (MCP) and
links the Al-driven marketplace with cloud platforms such as Snowflake,
Databricks, and Google Cloud Platform. It supports semantic discovery
of data products based on business context, automates access control
by validating generated queries against approved business purposes us-
ing Al-driven checks, and enforces contracts in real time by blocking
unauthorized queries before they run. We assessed the system with feed-
back from n = 16 experts in data governance. Our qualitative evaluation
demonstrates effectiveness through enterprise scenarios such as customer

analytics. The findings suggest that Data Product MCP reduces the tech-
nical burden for data analysis without weakening governance, filling a key
gap in enterprise Al adoption.
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Computational data governance lets organizations automate governance by em-
bedding policies and enforcement in code and tools. When done well, it supports
value creation and becomes a key part of data management [52,36]. However, the
many legal obligations, and the gaps in skills, knowledge, and experience between




Enable Al to answer
any business question




Enable Al to answer
any business question
while enforcing
data governance policies.
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REVISITING THE USE CASES
We enable governed, audited access to data through Al

»

We can find the right data product for a given business question
We can request access with a specific purpose

We can query the data in the right way

We can audit the why for every SQL query

We can block SQL queries if the purpose is not covered by governance

AUTOMATICALLY!




But how does it work?
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“If an agent can access data it was not supposed to use for a given purpose, it eventually will.
Murphy had no idea he was writing data governance policy!”" — Florian Bigelmaier, BARC
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But why did it work?



Because of Al agents
capabilities




Because of MCP tools
working together at one central place




Because of good metadata



WHY DOES THIS WORK SO WELL?

Success Factors

DDD Built on Data Products and Data Contracts

°2 Anchored in Semantics

@ Metadata optimized for Agents based on Open Standards

{\@ Compliant by design



Evaluation



Qualitative Evaluation

Procedure: Show demo of the prototype at an Industry Conference and a
Webinar on LinkedIn (2x50 people) - Let participants answer questionnaire

After seeing the demo, what tasks or use cases in your work do you think Data Product MCP
enables that you could not do (or could do only with much more effort) before”?

How do you expect the use of Data Product MCP to change your current approach to data
work (e.g. adoption of Data Mesh, relevance of dashboards, collaboration across teams)?

What potential limitations or concerns (e.g. scalabillity, correctness, security, compliance) do
you see that might prevent adoption in your organization?

How reliable would Data Product MCP’s results need to be for you to trust and adopt it in
production?



Evaluation (16 Data Governance Experts)

5 product managers, 4 data architects, 2 C-level, 3 directors/heads, 2 researchers

“It makes it very data-democratic,
as just asking questions is a nice abstraction.”

Identified Key Benefits
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Qualitative Evaluation (nh = 16)

How reliable would Data Product MCP’s results need to be for you to
trust and adopt it in production?

Only 2 out of 16 said 100%. All others were fine with less!



And today?

=2 Biggest adoption issue is Deployment.
Enterprises need built-in Agents




Every big player in the market now adds
such capabilities* within their offering!

Snhowflake, Google,
Databricks, Microsoft, ...

* without purpose-based access control.
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Entropy Intelligence

Find data products. Ask what you want to know. Get insights.
Chat with your data, securely.
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SUGGESTIONS
(. Find data products Il Explore Orders
Which data product should | use to analyze Group last 30 days orders country. Visualize
customer purchasing behavior? as chart.
— Query search CTR -
o : ., Top Customers
Calculate the click-through rate and average o P

: What are our top customers?
searches per session from the search data. P



. Marketplace Studio Governance

I'll help you find the top customers by revenue from the Orders data product. Let me start by locating and
fetching the data product details.

%

Perfect! | found the %% Orders data product. Let me fetch the details to see the available output ports:

Perfect! | found %% Orders > % Snowflake Orders (No Pll) v2 and you already have access to it. This is the active
non-Pll version suitable for analytics. Let me update the context and query the top customers by revenue.

Here are your top 20 customers by total revenue from the % Orders > % Snowflake Orders (No Pll) v2 data
product:

B8 Result table (20 rows) & CSV  Showcode (i

#  apc CUSTOMER_ID sec ORDER_COUNT asc TOTAL_REVENUE

1 cust-02070 8 6076.39
2 cust-05435 7 5417.01
3 cust-07269 5 5388.06
4 cust-07518 5 5359.12
5 cust-00006 10 5246.46
6 cust-00035 8 5051.85
7 cust-00018 12 4968.82
8 cust-06906 12 494464
9 cust-03039 4 4864.22
10 cust-00023 12 4730.28
11 cust-06976 7 4687.95
17 . cust-02609 6 4633.06

The top customer is cust-02070 with €6,076.39 in total revenue across 8 orders, followed by cust-05435
with €5,417.01 across 7 orders. The data shows a mix of customer engagement patterns—some top
customers (like cust-00018 and cust-06906) have placed 12 orders, while others like cust-03039 generated
high revenue with just 4 orders, indicating high-value individual purchases.

Here are your top 20 customers by total revenue from %% Orders » % Snowflake Orders (No Pll) v2 ;
Key highlights:

cust-02070 leads with €6,076.39 across 8 orders — your highest-value customer
cust-05435 is second with €5,417.01 from 7 orders
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Al can make mistakes. Verify important information.

3 Try Entropy Intelligence Demo
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Sign up for free

Progress

0 Analyze purpose

0 Locate Orders data product
° Query customer revenue totals
0 Rank and display top customers
Purpose

| Identify top customers by total revenue

Governance 2checks
Data Product 1port
Semantics 1concept
Data model 2tables
Connection Connected

SQL 1query

Tools 7calls

@ searchSemanticConcepts
query: customer

@ findDataProductsForConcept
conceptld: customer

@ searchDataProducts
query: orders revenue transactions

@ fetchDataProduct
Orders

@ checkConnection
Orders / Snowflake Orders (No PII) v2

@ updateContext
Orders / Snowflake Orders (No PII) v2

@ executeQuery

dataProductld: orders, outputPortld: snowflake_...

Developer mode




But if you only remember one
thing...
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Automated data governance is the on
way for them to fulfill their potential



ENTROPY DATA

Thank you! Questions?

Interested in doing research together?

Happy to talk. :-)

Contact: simon.harrer@entropy-data.com

Links:

entropy-data.com/research



http://entropy-data.com/research

